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MWHUCTEPCTBO OEPA30BAHUA U HAYKU POCCUNCKOW ®EQEPALIUU

OENAPTAMEHT FrOCYOAPCTBEHHOW NONMUTUKU B COEPE
OBLLEN0 O6PA30OBAHUA

NMUCbMO
ot 14 mas 2018 r. N 08-1184

O HANPABJIEHUX NHO®OPMALIUKA

[enaptamMeHT rocygapcTBeHHoOM nonuTukn B cdepe obuwero obpasoBaHusa MuHobpHaykm Poccumn
HanpaBnsieT ONs cBefeHuss paspaboTaHHble BpemeHHow komuccuen Coseta depepauny MO pasBUTUID
MHOPMALIMOHHOIO ObLecTBa METOAMYECKME pEeKOMeHZauuy O pasMeLleHMU Ha MHMOPMAaUMOHHBIX CTeHAaXx,
oduumanbHbIX MHTEPHET-CanTax U Apyrmx MHOOPMAaLMOHHBIX pecypcax 00Leobpa3oBaTerbHbIX OpraHu3auni u
OpraHoB, OCYLLECTBMAWMUX ynpasneHne B ccepe obpasoBaHus, MHopMauum o Ge3onacHOM MOBeAEHVU U
ucnonb3oBaHumn cetn "HtepHeT".

OupekTop [enaptameHTa
A.E.NETPOB

MpunoxeHue

METOAWYECKWE PEKOMEHOALIUU
O PASMELWEHUN HA UH®OPMALIMOHHbIX CTEHAAX, O®PULIMATIbHbIX
WHTEPHET-CAUTAX U OPYTUX UH®OPMALIMOHHbLIX PECYPCAX
OBLUEOBPA30BATEINbHbIX OPFTAHU3ALIMA N OPFAHOB, OCYLLECTBNAIOLMX
YNPABJNEHMUE B COEPE OEPA30BAHUA, UH®OPMALIMM O BE3OMNMACHOM
NOBEAEHNN U UCMONTb3OBAHUU CETU "MHTEPHET"

Okcneptamn 1 uneHamu BpemeHHom komuccum CoBeTa Pepepauum No pasBUTUO MHEAOPMALMOHHOMO
obLecTBa B pamkax BbIMOSTHEHUS pEKOMEHAAUNA NapnaMeHTCKUX CriyllaHuin "AKTyanbHble BOMPOChl 06ecneyeHunst
6e30nacHOCTU U pa3BUTUSA AeTeln B MHOopMaLVOHHOM npocTpaHcTee", koTopble npownun B CoseTte ®enepauuun 17
anpena 2017 r., 6binu paspaboTaHbl MeToOuYEeCKMEe peKkoMeHAaluMuM O pasMelleHMM Ha WMH(OPMaLMOHHbIX
CTeHAax, oduuManbHbIX WHTEPHET-calTax W Jpyrnx WMHAPOPMAaLUMOHHBLIX pecypcax oblweobpasoBaTenbHbIX
opraHusaumi U OpraHoB, OCYLLECTBRSOWNX ynpaBrneHue B cepe obpasoBaHus, uHdopmaumm o BeszonacHom
noBefeHUn n ucnonb3oBaHun cetn "HTepHeT" (ganee - MeToanYeckne pekoMmeHaaumm).

MeToanyeckue pekomeHOauUM HanpasfeHbl Ha KayeCTBEHHOE MOBbIWEHME YPOBHA WHGPOPMAaLMOHHOWN
OeaTenbHOCTU 00weobpas3oBaTenbHbIX OpraHM3auuid M OpraHoB, OCYLUECTBSKLWUX YynpaBreHMe B cdepe
obpasoBaHMsi, B 4YacTU MHPOPMUPOBAHMS YyyalUUXCs, WX poauTenen (3akoHHbIX npeacraButenen) u
neparornyecknx paboTHMKoB 06 OCHOBHbLIX acnekTax MHpopMaLMoOHHON 6e30nacHOCTK.

MeToguyeckne pekomeHgauum no3BonAaAT  obuieobpasoBaTenbHbIM  OpraHM3auusiM U opraHam,
OCYLLECTBNSOWMUM YynpaeneHne B cepe obpasoBaHUs, akTyanuanpoBaTb YXKe MCMOoNb3yemMble N pasMeLleHHble
MHOpPMaLUNOHHbIE MaTtepuanbl, Tak U MOArOTOBUTb UX B Cllydae WX OTCYTCTBUS C YYETOM Fy4ylMX MPaKTUK W
pekomMeHaaunin.

B pamkax MeToanyecKkMx pekoMeHgaunn paccMaTpuBaroTCs creayLwme NHCTPYMEHTHI:

1. NHpopMaLMOHHbIE CTEHAbI;

2. ocbuuymaneHble UHTEPHET-PECYPCHI;

3. cpeacTBa MaccoBov MHGOPMaLMK (LLUKOMNbHbIE ra3eThl, Negarormieckne n3gaHus u gpyrue).

UHdopmaumoHHble cTeHObl
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Ha wuHdopmauuoHHbIX cTeHaax B 00Lleob6pasoBaTenbHbIX OpraHM3auusix, pacrnofoXeHHblX B doke
yypexaeHun n B kabuHeTax, OCHALLEHHbLIX NEepCOoHanbHbIMU YCTPOWCTBAMKU ANs Bbixoga B ceTb "MIHTEpHeT",
pekoMeHAyeTCsi pa3MecTUTb WHMOPMaLMOHHbIE MaMSITKW, COAEepKallue OCHOBHblE COBETbI MO obecrneveHunto
MHpopMaLUMOHHON 6Ee30MAaCHOCTU yYaLLMXCS.

B npunoxenun N 1 K MeETOOUYECKUM pEKOMeHOAUMAM npeacTaBrneH obpasel namMsATKU Ans pasMeLleHns Ha
NHOPMALIMOHHBIX CTEHaaX.

CpeacTtBa maccoBoi nHdopMaLmm

B cpenctBax MaccoBov MHdOpMaLMK, OPUEHTUPOBaHHLIX Ha OOy4YaloLLMXCSl, PEKOMEHOyeTCs B TeyeHue
y4yeGHOro roga perynsipHo nyonukoBaTb MHOPMAaLMOHHbIE MaTepuarbl, NMOCBSILLEHHbIE OTAENbHLIM acrnekTam
MHdOpMaLMOHHO Ge30MacHOCTH, a Takke pasnmyHble NaMsaTKn o6LLero xapakrepa.

B cpeactBax MaccoBorM MHGOPMALMKM, OPUEHTUPOBAHHbLIX Ha Medarorndeckyto  obLLEeCTBEHHOCTb,
peKkomMeHayeTCsi B TeYeHue kKaneHdapHOro roda perynspHo nybnukoBaTb WH(OPMaUMOHHBIE MaTepuanbl,
MOCBSILLEHHbIE OTAENbHbIM acrnektam WHgopMaunoHHoNn 6e30MacHOCTU KaK HECOBEPLUEHHOMETHUX, TaK W
obLleobpa3oBaTenbHbIX OpraHu3auun, a Takke pasnuyHble namsTkn, 0630pbl  HOPMAaTMBHO-MPaABOBOroO
perynmpoBaHuns gaHHOW cepbl U MHOPMALIMIO O aKTyarnbHbIX MEPONPUSATUAX U COOLITUSAX B AaHHOM cdepe.

B xope npoBegenuns EamHoro ypoka no 6esonacHoctn B cetn "VIHTepHeT" pekomeHayeTcs obecnevnTtb
BbINYCK TEMaTUYECKOro BbiMycka CpeAcTBa MaccoBOW MHopmauum nnbo cepuu nybnvkauuin, cpeam KoTopbixX
paccMOTPETb OpPraHM30BaHHbIE MEPONPUATUS AN 0by4aloLmxcs, ux poguTenen (3akOHHbIX NpeacTaBuTenen) u
negarormyeckon obLLecTBEHHOCTY.

OdumumanbHbie UHTepHeT-pecypcbl

ObweobpasoBaTenbHbIM OpraHn3aumsaM peKoOMeHOAYeTCs Ha CBOMX odumumnanbHblix VIHTepHeT-pecypcax
obecneuntb (PYHKUMOHMPOBAHME CaMOCTOSITENBHOIO U CneumnanuanpoBaHHOro pasgena "MHdgopmaumnoHHas
©e30nacHOCTL", B pamMKax KOTOPOro NpeaycMOTpeTb pasMeLLeHne crneayoLlen nHdopmaumnm;

N Paspen/nogpasgen | ®opmaT npeacraBneHus CopepxaHune matepuarnoB
mMaTepuanos
1. |NokanbHble Konuu fokymeHTOB B PasmeLlatoTca Konum JOKYMEHTOB, T.€.

HOopMaTuMBHbIE akTbl B | popmate *PDF CKaHUPOBAaHHbIN BapuaHT JOKYMEHTa,
cdepe obecneyeHus COOTBETCTBYOLLUIA TpeOOBaHUSAM K
NHEOPMALMOHHOM napameTpamM CKaHMPOBaHUS.
6e3onacHocTn PasmellaoTca JOKYMEHTHI,
obyyvaromxcs pernamMeHTpyloLmne opraHm3aumio n

paboTy C NepCoHanbHbIMU LAHHBIMMU,
nnaHbl MepPONpUATUA No obecneyveHuno
MHpOopMaLMOHHONM 6e3onacHOCTU
oby4yarowmxcsa n gpyrue.

2. |HopmatusHoe Konunn gOKyMeHTOB B My6nukytoTCSa akTyarnbHble CBEAEHUS O
perynvpoBaHve dopmaTte *PDF deaepanbHbIX U perMoHanbHbIX 3aKOHax,
nMcbMax opraHoB BlacTu U gpyrue
HOPMaTUBHO-MPaBOBbIE JOKYMEHTHI,
pernaMmeHTupylowmne obecneyeHne
MHpOpPMaLMOHHONM 6e3onacHOCTU
HecoBepLleHHoneTHuX. [lonyckaeTtcs
BMECTO KOMui pasmellaTtb rmnepcebiiikn Ha
COOTBETCTBYIOLLMNE AOKYMEHThI HA canTax
OopraHoB rocyjapCTBeHHOM BnacTu.
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3. lNeparornyecknm TekcT Ha cTpaHuue Pa3mewatotcs metogndeckme
paboTHMkam cavta peKoMeHZaUnnN N ykasbiBaeTCsl
Konunn gOKyMeHTOB B WHopMaLIMSa O MeponpUATUSIX, MPoeKTax
¢dopmarte *PDF M nporpaMmmax, HanpasJieHHbIX Ha

noBblLLEeHNE MHHOOPMaLMOHHOM
rPaMOTHOCTM NeJarorn4eckux paboTHUKOB.

4. Obyuvatowumes TekcT Ha cTpaHuue Paamelyaetca MHhopMaLMOHHaA namMmsaTka
canTta (mpunoxeHue N 2) n ykasbiBaetcs
WMHpopMaLNS O MEPONPUATUSIX, MPOEKTax
W nporpaMmmax, HarnpasrieHHbIX Ha
noBblLeHNE MHOOPMaLMOHHOM
rpPaMoTHOCTM 0By4YatoLmnxcs.

5. | Poautensm (3akoHHbIM | TEKCT Ha cTpaHuue Pa3meluaeTtcst MHGopmaLMOHHaAsA naMaTka
npeacraBuTensam) canTta (mpunoxenue N 3).
obyuatowmxcs

6. |[OeTckue 6e3onacHble | TeKCT Ha cTpaHuue PaamelyaeTtcsa nHcopmauus o
caunTbl caunTta pekoMeHayeMbIX K MCNONb30BaHMIO B

y4yebHOM npouecce 6e3onacHbIX canTax,
OaHHepbl 6e30nacHbIX JETCKUX CalTOB.

OpraHaMm, OCyLLeCTBMSALWMM ynpaBrneHne B ccoepe obpas3oBaHusl, peKOMeHAYeTCA Ha CBOMX ocuLManbHbIX
WHTepHeT-pecypcax obecneuntb (PYHKUMOHMPOBAHWE CaMOCTOATENbHOIO U CrneuManu3npoBaHHOrO pasgena
"MiHdopmaumoHHasa 6e3onacHOCTL", B paMkax KOTOPOro NpeaycMoTpeTh pasMeLLeHre cnegyroLen nipopmaumm:

MpunoxeHue N 1

NAMATKA 5 5
AnA oby4vAloLWwmnxca o UHPOPMALIMOHHOU BE3OMACHOCTU OETEN

HENb3A

1. Bcem nogpsag coobliaTb CBOK YacTHY MHopmMauuto (Hactoswme umsa, damunuio, TenedoH, aapec,
HOMep LLKOSbI, @ Takke dpoTorpadun CBou, CBOEN CEMbMU U OPYy3€en);

2. OTKpbIBaTb BIIOXEHHbIE (halbl 3MEKTPOHHOM NOYThI, KOr4a He 3Haellb OTNpaBuUTENS;
3. MpybuTb, NpuanpaThCs, OkasbiBaTb AaBMEHNE - BECTU CeOs1 HEBEXITMBO U arpeCCUBHO;
4. He pacnopsikaincsl AeHbramu TBOel ceMbm 6€3 paspeLleHns cTapLlunx - BCeraa cnpaiwlvean poanTenen;

5. He BcTpeuvaiica ¢ MHTepHET-3HAaKOMbIMU B pPearibHOW XXW3HWU - NMOCOBETYICH CO B3POC/bIM, KOTOPOMY
foBepsiellb.

OCTOPOXHO

1. He Bce nuwyT npaegy. YnTtaewb o cebe HenpaBay B NHTepHeTe - coobuwim 06 3TOM CBOMM POAUTENSAM
UNW onekyHaw;

2. anIFJ'IaLIJaIOT nepenncbiBaTbCd, Urpatb, obMeHuMBaTbCA - npoBepb, HET JTIN NOABOXa,

3. HezakoHHOe konupoBaHue arinos B /IHTepHeTe - BOPOBCTBO;
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4. Bcerga pacckasbiBan B3pOCrbiM 0 Npobremax B CETU - OHM BCeraa NoMoryT;

5. Mcnonb3yit HacTpoliku 6e3onacHOCTU 1 NPUBATHOCTM, YTOObI He MOTEepPATb CBOM akkayHTbl B COLICETSX U
APYrvX nopTanax.

MOXHO
1. YBaxawn gpyrux nosib3oBaTteneu;
2. MNMonb3ayewbca NHTEpPHET-NCTOYHUKOM - [ierialn CChIfKY Ha Hero;
3. OTKpbIBaW TOMLKO TE CCINKKN, B KOTOPbIX YBEPEH;
4. ObwaTtbcs 3a NOMOLLIbIO B3POCIIbIM - POAUTENMW, ONEKYHbl U aAMUHUCTPALMSA CanToB BCErga NomoryT;

5. Mponan obyveHune Ha canTe "CeTeBMYOK" M NONYYN NacnopT LMEPOBOro rpaxaaHuHal

MpunoxeHue N 2

WH®OPMALIMOHHAA NMAMATKA
And OBYYAKOLMXCA And PASMELLEHUA
HA O®PULINATBHBIX UHTEPHET-PECYPCAX

C KaxablM roomMm MOMNOAEXW B UHTEPHETE CTAHOBUTbLCA Gornblle, a LIKONbHUKA OIHM U3 CaMblX aKTUBHbIX
nonb3oBatenen PyHeTa. Mexay Tem, MOMMMO OFPOMHOrO KONM4ecTBa BO3MOXHOCTEW, WHTEPHET HeceT W
npobnembl. 3Ta NamMATKa AOMMKHA NOMoYb Tebe 6e30MacHO HaxoaUTbCS B CETH.

KomnloTepHble BUpPYChI

KoMnbloTEPHBIA BUPYC - 9TO PasHOBMAHOCTb KOMIMbIOTEPHBLIX MPOrpamMm, OTIINYUTENBHOW OCOBGEHHOCTLIO
KOTOPOW $BMSIETCA CMOCOBHOCTb K pasMHOXEeHWo. B pgonomHeHne K 3TOMy, BUPYCbl MOFyT MOBPeauTb WU
MOMTHOCTBI YHUYTOXWUTb BCEe (pannbl M AaHHbIe, MOAKOHTPOJSIbHbIE MONb30BATEN0, OT MMEHW KOTOporo Obina
3anyLieHa 3apakeHHas nporpaMmma, a Takke MOBpeauTb UK AaXe YHUHTOXUTb ONepPaumOHHYH0 CUCTEMY CO BCEMM
dannamm B uenom. B 6onbLIMHCTBE CryvyaeB pacnpoCTPaHSTCS BUPYChl YEPE3 UHTEPHET.

MeToapbl 3aluUTLl OT BPEAOHOCHLIX MPOrpaMmm:

1. Wcnonb3yih coOBpeMeHHble OnepaLuoHHbIe CUCTEMbl, UMeloLlNe CepbesHbli YPOBEHb 3alluTbl OT
BPEAOHOCHbIX NMPOorpaMm;

2. TlocTosiHHO ycTaHaBnMBaK navtv (LMdpoBblE 3annaTky, KOTOpble aBTOMaTUYECKM YCTaHaBMMBAKOTCS C
uensio gopaboTku nporpammbl) U apyrue OoGHOBNEHUA CBOEN onepaumnoHHOM cucTembl. CkaumMBan MX TONbKO C
oduymnansHoro carnta paspabotymka OC. Ecnu cyLecTByeT pexxumMm aBToMaTn4eckoro 06HOBMEHUS, BKITHOYN €ro;

3. PaboTanm Ha cBOoeM KOMMbOTEpPe MOA NpaBamu Nonb3oBaTensd, a He agMUHUCTpaTopa. ATO HE NO3BONUT
GONbLUNHCTBY BPEAOHOCHbBIX NPOrpaMmM UHCTaNIMPOBaTLCS HA TBOEM MEPCOHANIbHOM KOMMbIOTEPE;

4. Wcnonb3yi aHTUBUPYCHbIE MpOrpaMMHbIE NPOAYKTbl M3BECTHbIX MPOU3BOAUTENEN, C aBTOMaTUYECKUM
obHoBreHnem 6a3s;

5. OrpaHuyb hmsnyecknin 4OCTYN K KOMMbIOTEPY A5 MOCTOPOHHMX NLL;

6. Vicnonbayi BHELWHWe HOCUTENY MHGOPMAaLUK, TakMe Kak dreLuka, AUCK unn dann U3 UHTEepHeTa, TOSbKO
N3 NPOBEPEHHBIX UCTOYHUKOB,
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7. He oTkpbiBan KOMMblOTEPHbIE panrnbl, NOMyYeHHble U3 HEeHaAeXHbIX UCTOYHUKOB. [laxe Te dawnsl,
KOTOpble npucnan TBOW 3HaKOMbIN. Jlyylle yTOYHM Y Hero, OTNpaBnsn N oH Tebe ux.

Cetu WI-FI

Wi-Fi - aTO He BuA nepefayn OaHHbIX, HE TEXHOMOrMs, a Bcero nuwb 6peHa, mapka. Euwe B 1991 rogy
HuaepnaHackas KomnaHust 3apeructpuposana 6peHa "WECA", 4to o6o3Hayvano croBoco4veTaHue "Wireless
Fidelity", koTopbIi nepeBoanTcst Kak "6ecnpoBofHasi TOYHOCTbL".

[o Hawero BpemeHu powna gpyras abbpeBumatypa, KoTopas SBNAETCA TakoW e TexHonornen. ITO
abbpesunartypa "Wi-Fi". Takoe Ha3BaHue 6bIfI0 4aHO C HAMEKOM Ha CTaHAAPT BbiCLIEN 3BYKOBOWM TexHUKM Hi-Fi, uto
B NepeBoe 03Ha4aeT "BblCOKasi TOYHOCTbL".

[a, GecnnaTHbIn WMHTEPHET-AOCTYN B Kade, OTensx M asponopTax SABMASETCA OTMIUYHOW BO3MOXHOCTbIO
BbIXOAa B UHTEpHET. Ho MHormne akcnepTbl cuntaroT, 4to obuenoctynHele Wi-Fi ceTu He saBnstoTca 6e3onacHbIMU.

CoBeTbl N0 6e3onacHocTu paboTbl B 06LenoCTynHbIX ceTax Wi-fi:

1. He nepepaBan cBOW nU4YHYO WHopmaumio 4epesd obuwenoctynHble Wi-Fi cetn. PaboTtas B HuX,
XenatenbHO He BBOAMTbL Naponu A0CTyna, NorvHbl U Kakue-To HoMepa;

2. Vicnonb3yi n 06HOBRAN aHTUBMPYCHbIE NporpaMmbl U 6paHamayep. Tem cambiM Thl ob6e3onacuilb cebsa ot
3aKayku BMpyca Ha TBOE YCTPOWCTBO;

3. Mpwn ncnonesoBanmnm Wi-Fi oTkntoum doyHkumo "O6Lwmin goctyn K doannam u npuHtepam”. JaHHas dyHKums
3aKkpbiTa MO YMONYaHWIO, O4HAKO HEKOTOpble MONb30OBaTENW aKkTUBMPYIOT ee Ana yaobCTBa UCNONb30BaHUSA B
paboTte nnn y4ebe;

4. He ncnonb3yin nyonunynein WI-FI ans nepegaym nyUyHbIX AaHHbIX, HANPUMEpP ANs Bbixoga B couMarbHble
CETM UINKN B 3NEKTPOHHYIO MOYTY;

5. Ncnonb3yn TonbKO 3aliumieHHoe coeauHeHne vyepes HTTPS, a He HTTP, T.e. npn Habope Beb-agpeca
BBOAM MMeHHO "https:/";

6. B mobunbHom TenedoHe oTkmoum dyHkumio "MNogknodeHme k Wi-Fi aBTomatuyeckun”. He ponyckan
aBTOMaTUYECKOro NoaknyeHusa yctponcrtea k cetam Wi-Fi 6e3 TBoero cornacusi.

CouuanbHble ceTu

CouuarnbHble CceTU akTMBHO BXOOSAT B Hawy XW3Hb, MHOrne ngu pa60Ta+0T N XMBYT TaM MNOCTOAHHO, a B
Facebook yXe 3apermctpupoBaH mMunnuvapn 4enoBek, YTO ABIAEeTCA OOHOW CceabMOM BCEX XUTENEWN NnaHeThbl.
MHorne nonb3oBaTenn He MOHUMALOT, YTO MH(*)OpMaLI,I/IFl, pa3MelleHHaa MMM B counarnbHbIX CeTAX, MOXEeT ObITb
HangeHa 1 ncnornb3oBaHa Kem yrogHo, B TOM 4ucrie He obazarenbHo ¢ Gnarumm HaMepeHnamMun.

OcHOBHbIe cOBeTbl N0 6€30MacHOCTU B COLMarbHbIX CETAX:

1. OrpaHuyb cnmcok apysen. Y 1ebsi B Apy3bsax HE A0JDKHO ObITh Cy4alHbIX U HE3HAKOMbIX JTHOAEN;

2. 3awumilarn CBOK YacTHYIO XU3Hb. He ykasbiBal nmaponu, TenedoHbl, agpeca, AaTy TBOEro poOXAeHUs n
OPYry0 NUYHY0 MHOpMaUuio. 3M0YMbILLNIEHHUKM MOTYT UCMOMb30BaTh AaXe MHGOPMaLUIO O TOM, KaK Tbl U TBOU

poauTenun niaHnpyeTe npoBeCTn KaHUKYIbI;

3. 3alumiuai cBol penyTauuio - IepXu ee B YACTOTe U 3aaaBsaii cebe Bonpoc: xoTen 6bl Tbl, YTOOLI Apyrue
nonb3oBaTenu BUAEnNu, YTo Tbl 3arpyxaelub? Mogymaii, npexae 4Yem 4To-To onybnvMkoBaTh, HanucaTb U 3arpysuThb;

4. Ecnv Tbl rOBOPULLb C JIOAbMMU, KOTOPLIX HE 3Haellb, HEe UCMOMb3Y CBOE peasibHoe UMS U OPYTyi0 NINYHYIO
NHOPMaLMK: UMSI, MECTO XXUTENbCTBA, MECTO Y4ebbl U Npoyee;

5. N3beran pasmelleHusn dotorpacdpuii B IHTepHeTe, roe Tbl M306paXkeH Ha MEeCTHOCTM, MO KOTOPOW MOXHO
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onpenennTb TBOE MECTOMOJIOXKEHNE;

6. MNpu peructpaumm B coumanbHON CeT HEOOXOAMMO MUCMONb30BaTb CIOXHbLIE NAPOMX, COCTosALWME U3 OYKB
N uMdp M C KONMYECTBOM 3HAKOB HE MeHee §8;

7. na coumanbHOM CeTn, NOYTbl U OPYIMX CalTOB HEOOXOAMMO MCMONb30BaTh pasHble naponu. Toraa ecnm
Tebsa B3NomatoT, TO 3MOYMBbILLMEHHUKM NonyYaT JOCTYN TONMbKO K O4HOMY MECTY, a He BO BCce cpaay.

OneKkTpoHHbIe AeHbIN

3ﬂeKTpOHHbIe OEHbIN - 3TO O4YEHb yLI,06HbIl7I cnocob nnartexen, ogHako CylWeCTBYKOT MOLUEHHUKN, KOTOpPbIE
XOTAT NONYYUTb 3TN OEHbIN.

OneKTPOHHbIE [1€HbIN MOSIBUIMMCL COBCEM HEAABHO M MMEHHO M3-3a 3TOr0 BO MHOMMX rocyapcTBax [0 CUX
Mop He MNPOMMUCaHOo MPO HUX B 3aKOHaX.

B Poccum xe oHM (PYyHKLMOHUPYIOT U O HUX YKe MPOMMCaHO B 3aKOHe, IAe WX pasfensitoT Ha HEeCKOSbKO
BWOOB - @aHOHMMHbIE N HE aHOHMMHble. PasHuua B TOM, YTO aHOHWMHbIE - 3TO Te, B KOTOPbIX paspellaeTcs
npoBoauTb onepauun 6e3 maeHTudMkaumm nonb3oBaTensd, a B HEAaHOHMMHbIX MAEHTUUKaUUa nonb3oBaTtens
ABnsieTcsa ooA3aTenbHON.

Takke cnegyeT pasnuMuaTb 3MEKTPOHHble uaTHble AeHbMM (paBHbl rOCYAAPCTBEHHLIM BanTam) U
3MEKTPOHHbIE HedMaTHbIE AeHbIM (He paBHbl FOCYAapCTBEHHbLIM BanoTam).

OcHoBHble coBeTbl No 6e3onacHoM pa60Te C 3J1EKTPOHHbIMW OEeHbramu:

1. MNpuBsXM K cHeTY MOBUMbHBIN TeNedOoH. ITO camblvi YAOOHLIW 1 BbICTPLIA CNOCO6 BOCCTAHOBUTL AOCTYM K
cyeTy. [NpuBsA3aHHbIN TenedoH NMOMOXeT, ecnu 3abydellb CBOW NMaTeXHbI Naponb UMW 3aidellb Ha canT C
HEe3HaKoOMOro YCTPONCTBA;

2. Vicnonb3yi ogHopasoBble naponu. [locne nepexoda Ha yCUMEHHYK aBTopusauuio Tebe yxe He byger
yrpoXxatb ONMacHOCTb KpaXun Unn nepexesarta niaTteXXHoro napons;

3. Bbibepu cnoxHbii naponb. lNpecTynHukam OydeT He MpPOCTO yragaTb CIOXHbIA Naponb. HapexHble
naponu - 3To Naponn, KoTopble coaepXaT He MeHee 8 3HAKOB M BKMOYalOT B ce0si CTPOYHbIE U MPOMNUCHbLIE BYKBbI,
undpbl U HECKOMNbKO CMMBOMOB, TakMe Kak 3Hak gonnapa, dyHTa, BOCKIMUaTemnbHbIM 3HaK W T.n. Hanpumep,
$tRONg!;;

4. He BBOAM CBOM NMYHbIE AaHHbIE Ha caliTax, KOTOpPbIM He JOoBepsiellb.

aneKTpOHHaﬂ no4Tta

ONeKTpPOHHas MoyTa - 3TO TEXHOMOTUst U MPELOCTaBMsieMble €0 YCryrM MO MEepechifike U NOSYyYEHUIO
3NEKTPOHHbIX COOGLLEHNI, KOTOpbIE pacnpenensiTcs B KOMMNbOTEPHON ceTh. OBbIYHO 3MEKTPOHHLIN MOYTOBLIN
AWMK BbIMSAMT criegyrowmMm obpasom: MMS_Monb30oBaTensa@ums_gomeHa. Takke Kpome nepegadv npocToro
TeKcTa, UMeeTCs BO3MOXHOCTb nepeaasath hansbl.

OcHoBHble coBeTbl No 6e3onacHo paboTe C 3NIEKTPOHHOW MOYTOMN:

1. Hapo BbiGpaTb npaBumbHbIA NOYTOBLIN CepBUC. B WHTepHeTe ecTb OrpoMHbIn BbiIGop GecnnaTHbIX
MOYTOBBIX CEPBMCOB, OAHAKO fyylle 4OBEPATb TEM, KOTO 3HAELlb U KTO NEPBbIN B PENTUHTE;

2. He ykasblBan B JIMMHOW MOYTe JNWNYHYD  WMHopmaumio. Hanpumep, nydwe BbiOpaTh
"My3blkanbHbIn_paHat@" nnm "pok2013" BmecTto "remal3";

3. Vcnonbayin gByxaTanHyto aBTopusaumio. ATo korga NOMUMO Naposs HYXKHO BBOAWUTL KoL, MpuUcCbiniaeMbli
no SMS;

4. Bbibepu crnoxHbIn naponb. [ns KaxXaoro NoYTOBOro siluka OOIMKEH ObiTb CBOM HaAEXHbIN, YCTONYMBBI K
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B3J1OMY naporb;
5. Ecnu ecTb BO3MOXHOCTb HanucaTb camMmomy CBOW NTNYHbIN BOrmnpoc, I/ICFIOﬂb3y17I 3Ty BO3MOXXHOCTb;

6. Ncnonb3yn HEeCKOMbKO NMOYTOBBLIX ALWMKOB. [1epBbln AN YacTHOW Nepennckn ¢ agpecatamu, KOTOpbIM Tbl
JoBepsielllb. TO ANEKTPOHHbIV aapec He HaZlo UCMOMb30BaTh NpU perncTpauumn Ha popymax u cantax;

7. He oTkpbiBan hainbl u Apyrue BrOXeEHUS B NUCbMax, Aaxe ecnv OHW NpULLnu OT TBOouX Apy3en. Jlydwe
YTOYHM Y HUX, OTNPABANN N OHKN Tebe 3T hanne;

8. MNocne okoH4YaHusa paboTbl Ha MOYTOBOM CEPBUCE NMepep, 3aKpbiTUEM BKITAOKN C CAanTOM He 3abyab HaxaTtb
Ha "BbInTi".

KnbepOynnuHr unu BupTyanbHoe nsageBaTeribCTBO

Kl/l6ep6yj'lﬂl/IHF - npecnegoBaHne coobLeHnamuM, coaepxxawmmm OCKOp6ﬂeHMﬂ, arpeccuro, 3anyrmBaHue;
XynuraHcTBO,; coumnarnbHoe 6OI7IKOTI/IpOBaHI/Ie C NMOMOLLbIO pa3finvHbIX NHTEPHET-CEPBUCOB.

OcHoBHbIe coBeThl N0 6opbOe ¢ KNdepbynIMHroMm:

1. He 6pocaiicsa B 6oi. Jlyywmnin cnocob: nocoBeToBaThbCA Kak cebsi BECTU U, €CNIN HET TOro, K KOMY MOXHO
06paTUTbCsl, TO BHaYane ycnokoutbes. Ecnm Tbl HauyHelwb oTBeYaTb OCKOPGNIEHUAMIN Ha OCKOPBIeHNs, TO TOMNbKO
ele 6onblue pasoxokeLlb KOHIUKT;

2. YnpaBnsn cBoen knbeppenyTaumen;
3. AHOHUMHOCTb B ceTU MHMMas. CyecTByOT cnocobbl BbISICHUTb, KTO CTOMT 3@ aHOHMMHBIM akkayHTOM;

4. He cTtounT Bectu xynuraHckuim obpas BUPTyanbHOMW XU3HU. NHTepHeT cukcupyeT BCe TBOW AEUCTBUSA U
COXpaHsieT ux. Yganutb ux 6yaeT KpanHe 3aTpyaHUTENBHO;

5. Cobniogan CBOK BUPTYasibHYK YECTb CMOJIOAY;

6. UrHopupyn eguHuuHbin Heratme. OAHOpasoBble OCKOPOUTErNbHbIE COOBLUEHUS My4lle WUrHOPUPOBaTb.
O6bIyHO arpeccus npekpallaeTcs Ha HavanbHOW cTaauu;

7. BaH arpeccopa. B nporpamMmmax obMeHa MrHOBEHHbIMU COOOLLEHMAMMU, B COLMANbHbIX CETAX €eCTb
BO3MOXXHOCTb 6J'IOKI/IpOBKI/I OoTnpaBku cooOLeHun ¢ onpeneneHHbIX aapecos;

8. Ecnn Tbl cBuaeTens knbepbynnuura. TBon AeNCTBUS: BbICTYNNTL NPOTUB NpecrneaoBaTens, nokasatb emy,
YTO ero AeWCTBMS OLIeHMBAKOTCA HeraTUMBHO, NOoAdepXaTb XEepTBY, KOTOPOM HyXHaA MNcuMxonornyeckas nomollb,
COOOLWKNTb B3POCIbIM O (haKTe arpecCMBHOMO MOBEOEHUS B CETHU.

Mo6unbHbIY TenedoH

CoBpeMeHHble CMapTdOHbI U MMaHLETbl coaepaT B cebe BNomHe B3pocrbli (PyHKUMOHAN, U TeENepb OHU
MOTYT KOHKYpPUpPOBaTb CO CTaLMOHapHbIMK KOoMMbioTepamu. OgHako, cpeacTB 3awmThl Ans NOAOOHbIX YCTPONCTB
noka odeHb Mano. TecTMpoBaHMe N NOUCK YSA3BUMOCTEN B HUX MPOUCXOANT HE Tak MHTEHCMBHO, Kak ans MK, To xe
caMoe KacaeTcsi U MOBUIbHbBIX MPUIOXKEHWIA.

CoBpeMeHHble MOOWMbHble 6pay3epbl  yKe MpaKTUYecku [OrHanM HacTombHble aHamoru, OfHako
pacluMpeHune dyHKUMOoHana BrneyeT 3a coboi GonbLUY0 CIOXHOCTb Y MEHbLLYHO 3aLUULLEHHOCTb.

[aneko He Bce npou3BOAUTENU BbINyCKalOT OBHOBMEHUS, 3aKpbiBalOLLME KPUTUYECKME YA3BUMOCTWU AONs
CBOMIX YCTPOWUCTB.

OcHoOBHble COBETbI A5151 6€30MacHOCTN MOBUITbHOIO TeJ'Ie(bOHa:

Hunyero He gBndetcs no-HacToAwemy 6ecnnaTHbIM. By,El,b OCTOpPOXeH, Bedb Koraa Tebe npeanaratoT
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GecnnaTHbI KOHTEHT, B HEM MOoryTt ObITb CKPbITbl KakKne-TO niaTHble YCIyru;,

Oyman, npexge yem otnpaBute SMS, ¢doTo mnu Buaeo. Tbl TOYHO 3HaelWb, rae OHW ByayT B KOHEYHOM
ntore?

Heo6xoammo 0GHOBNATL ONepaLmoHHY0 CUCTEMY TBOErO CMapTdoHa;
WNcnonb3yit aHTMBMPYCHbIE Nporpammbl Ans MOBUMbHbLIX TeNedOHOB;

He sarpyxai nNpunoxeHuss OT HEW3BECTHOrO WCTOYHMKA, Bedb OHW MOryT codepXaTb BpeaoHOCHOe
nporpaMMHoe oGecneyeHme;

[Mocne Toro kak Tbl BblMAELWb C cailTa, rae BBOAUN NUYHYO MHOPMAaLMIO, 3anau B HacTporkn b6paysepa u
yaanu cookies;

Meproguyeckn NpoBepsn, Kakne nnaTHble YCNyrn akTMBMpPOBaHbl HA TBOEM HOMEpE;

[asaii cBo HoMep MOBUNBHOro TenedoHa TONbLKO NIOASAM, KOTOPbIX Thl 3HAELLb Y KOMY JOBEpsieLLb;

Bluetooth gormkeH GbITh BbIKMOYEH, KOrAa Thl UM He Nonb3yellbes. He 3abbiBan nHoraa npoBepsits 3TO.
Online urpbl

COBpeMeHHbIe OHJ'IaI7IH-I/IprI - 3TO KpacCo4Hble, 3axBaTbiBalllue pasBlie4eHus, 06'be,EI.I/IH9|IOLIJ.I/Ie COTHM
TbICSAY YenoBek Mo BCeMy Mupy. Urpoku mnccnepyroT AaHHbIR UM Mup, obliatoTcs Apyr ¢ ApYroM, BbIMOSHSOT
3a[laHus1, CPaXKaTCA C MOHCTPaMU U NosyyaroT onbIT. 3a yAOBONbLCTBUE OHM NMAATAT: MOKYNakT OUCK, ONnavynsBatoT
aboHeMEeHT unu NnpnobpeTatoT Kakme-To Onuun.

Bce aTu cpeactea vaoyT Ha noadepxaHue W pasBUTUE UIPbl, a Takke Ha camy 6e30nacHOCTb:
COBEPLLEHCTBYIOTCS CUCTEMbl aBTOpM3aLuu, BbIMyCKalTCA HOBble nMaTtum (UMdppoBble 3annaTku Ans nporpaMm),
3aKpbIBAOTCS YSI3BUMOCTU CEPBEPOB.

B nogobHbix nrpax CTouT onacaTtbCA He CTOJIbKO CBOUX COMNEPHUKOB, CKOJIBKO KpaXW TBOEero rnapond, Ha
KOTOPOM OCHOBaHa cuctemMa aBTopusaunm 6onblUMHCTBA nrp.

OcHoBHble coBeTbl N0 6e30MacHOCTM TBOErO UrPOBOIrO aKKayHTa:

1. Ecnu gpyroit urpok BedeT cebs nnoxo unu co3gaeT Tebe HenpuATHOCTU, 3abroKvMpyii ero B Crivcke
UrPOKOB;

2. I'Io>|<any|7|c;| agMUHUCTPaTopaM Urpbl Ha Nyoxoe noseaeHne 3Toro Urpoka, XXenatenbHo NPUNOXnUTb Kakmne-
TO AOKa3aTesibCTBa B BMAe CKPUHOB;

3. He ykasbiBaln nn4yHy0 MHoOpMaLmio B Npodanse urpsbl;
4. YBaxan Apyrmx y4acTHUKOB MO Urpe;

5. He yctaHaBnuBamn HeoduumaneHble NaTyn 1 Moabl;

6. Nicnonb3yi CNoXHble U pasHble Naponu;

7. Oaxe BO Bpemsl Urpbl He CTOMT OTKMOYaTb aHTMBMpyC. lMoka Tbl Mrpaellb, TBOW KOMMbIOTEP MOryT
3apasuTb.

DUWIMHT unun Kpaxa NMMYHbIX AaHHbIX

OObIYHOWM Kpaxen OeHer U OOKYMEHTOB CErofgHs yXe HUKOro He yAuBMLWb, HO C PasBUTMEM WHTEPHET-
TEXHOMOIMI 3MT0YMbILLIIEHHUKM NEPEMECTUITUCE B MHTEPHET, U NPOAOIHKAKT 3aHMMaTbCs "NnobumbimM™ genom.
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Tak nosiBUNacb HOBas yrpo3a: MHTEPHET-MOLLIEHHNYECTBA WU (OULLIMHT, FMaBHas Lerb KOTOPOro COCTOUT B
nony4eHun KoHUaeHUnanbHbIX JaHHbIX Nonb3oBaTenen - NorMHoOB W naponen. Ha aHrnuiickoM sasbike phishing
ynTaeTca kak puwnHr (ot fishing - peibHas noens, password - naposnb).

OcHoBHbIe coBeTbl No 6opbbe ¢ PULLNMHIOM:

1. Cneau 3a cBOMM akkayHTOM. Ecniu Tbl Nogo3peBaellb, YTO TBOS aHKeTa Gbina BaniomaHa, To Heobxoammo
3abroknpoBaTh ee 1 CooBLUMTL agMUHUCTPaTopaM pecypca 06 3TOM Kak MOXXHO CKOpee;

2. Vicnonb3yi 6e3onacHble Beb-canTbl, B TOM YACHE, MHTEPHET-MarasnHoOB U NOUCKOBbLIX CUCTEM;

3. Vicnonb3yih cnoxHble 1 pasHble naponu. Takum obpasom, ecnu Tebsi B3NIOMalT, TO 3MT0YMbILLITEHHUKM
nony4art A4OCTYN TOMbKO K OAHOMY TBOEMY NPOdUIo B CETU, a HE KO BCEM,;

4. Ecnu Tebsa B3nomanu, To Heob6xo0aAMMO NpeaynpeanTb BCeX CBOMX 3HAKOMbIX, KOTOpble obaBneHbl y Tebs
B OpYy3bsiX, O TOM, 4YTO Tebs B3nomManu 1, BO3MOXHO, OT TBOEro MMeHu OyaeT pacchinaTbCs CNaM WM CCbINKM Ha
(PULLMHIOBLIE CaNThl;

5. YcTtaHoBM HagexHbin naporb (PIN) Ha MoBunbHbIN TenedoH;
6. OTkNIoYM coxpaHeHne napons B 6Gpaysepe;

7. He oTkpbIBan thannbl n gpyrue BrIOXEHUA B NMCbMax, AaXe ecrv OHW NPULLAN OT TBOMX Apy3en. Jlydwe
YTOYHM Y HUX, OTNPABIIANN N OHKN Tebe 3Tn hannebl.

LiucbpoBas penyraums

LindbpoBasi penytaums - aT0 HeraTMBHas U No3nTMBHas MHdopmauns B cetn o Tebe. KomnpomeTtumpytoLas
nHdopMaLms, pasMeLLEHHAs B MHTEPHETE, MOXET Ccepbe3HbiM 06pa3oM OTPasvTbCsl HA TBOEW pearibHOM XU3HW.
"LUncppoBag penytauma” - 370 TBON UMUK, KOTOPbIA hopMUpyeTcs U3 uHpopmaumm o Tebe B MHTEPHETE.

TBOE MECTO XWUTENLCTBA, yqe6b|, TBOE cblechoaoe nonoXxeHne, 0coBEHHOCTMN Xapakrtepa U pacckasbl O
OrM3KKNX - BCe 3TO HaKanMBaeTCsi B CETH.

MHorne noapoCTKM JIErKOMbBICITIEHHO OTHOCATCA K MNybnvkauum nuyHonm uHdopmauum B WHTepHeTe, He
NOHMMasi BO3MOXHbIX NOCNeacTBUA. Thl AaXe He CMOXeELb AoraaaTthCst O TOM, YTo dpoTorpadus, pasmeLleHHas 5
net Hasaj, ctana npu4nHOM oTkasa NpUHATbL Tebs Ha paboTy.

KommeHTapuu, pasmelleHne TBomx cotorpadun n apyrue AencTBMs MOryT He UCHE3HYTb [axe nocne Toro,
Kak Tbl UX yganuwb. Tbl HE 3Haelb, KTO COXpaHWm 3Ty WHopmauuio, nonana nM oHa B MOWCKOBbLIE CUCTEMBI U
COXpaHunachk fiv oHa, a rMaBHOE: YTO NoaymaroT 0 Tebe OKpyxatoLme noau, KoTopble HangyT U yBUAAT 3T0. Hantu
WMHOpPMaLIMI0 MHOIO feT CNycTs CMOXeT Mnobon - kak 13 Aobpbix NOGYXAEHWUA, Tak U C HAMEPEHUEM NPUYUNHUTL
Bpea. ITO MOXET ObITb KTO YrogHo.

OcHoBHble cOBETHI MO 3aLuTe LngpoBon penyTaumu:
1. Moaymai, npexae Yem 4To-TO NYGnMKOBaTh U NepeaaBaTth Y cebs B 6riore Unm B coumanbHON ceTu;

2. B HacTponkax npogunsa yCTaHOBU OrpaHUYeHMsi Ha NPOCMOTP TBOEro Npoduns u ero COAEepPXMMOro,
caenawn ero Tonbko "ons apysen";

3. He pasmeluan u He ykasbiBai MHGOOpMaLMIO, KOTOpasi MOXET KOro-nmmbo ockopbnsitb nmn odmxarsb.
ABTOpCKOE NpaBo

CoBpeMeHHble LIKOMNbHUKWA - aKTUBHbIE MONb3oBaTeny LU@POBOro npoctpaHcTea. OgHako ganeko He Bce
3HalOT, YTO TMOMb3OBaHNE MHOTMMU BO3MOXHOCTSIMM LMUGPOBOro Mupa TpebyeT cobniodeHust npaB Ha
UHTeNNeKTyanbHyl COGCTBEHHOCTb.
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TepMuH "MHTENnekTyanbHass COOCTBEHHOCTb" OTHOCUTCS K Pa3fiMyHbiM TBOPEHUSM YerioBeYecKoro yma,
HauyMHas C HOBbIX U300pEeTEHMIN U 3HaKoB, 0603HaYaloLWMX COOCTBEHHOCTb HA NMPOAYKTbLI U YCIyrK, U 3aKkaH4nBas
KHUramu, dotorpadmsamm, KWHOUNbMaMu 1 My3blkarbHbIMU MPOU3BEAEHUSIMU.

ABTOpCKME MpaBa - 3TO NpaBa Ha MHTENNEeKTyarnbHyl0 COGCTBEHHOCTL Ha NPOU3BEAEHNs HayKu, NUTepaTypsl
M uUckyccTBa. ABTOpCKME MpaBa BbICTYNalT B KAYECTBE rapaHTUM TOTO, YTO UHTENNEKTyasbHbIA/TBOPYECKUA Tpya,
aBTopa He GyaeT HanpacHbIM, 4acT eMy CripaBeaSIMBble BO3MOXHOCTU 3apaboTaTh Ha pesynbTatax CBOero Tpyaa,
MoNy4nTb W3BECTHOCTb M Npu3HaHue. HukTo Ges paspelleHMss aBTopa He MOXEeT BOCMNpOu3BOAWUTL €ro
npou3eefeHne, pacnpocTpaHsaTb, Ny6NMYHO OeMOHCTpMpoBaTh, NpodaBaTb, UMMNOPTUPOBATb, NyckaTb B MPOKAaT,
NyGNNYHO UCMONHATb, NOKa3blBaTL/UCMONHATL B 3dMpe unu pasmellatb B MHTepHeTe.

Mcnonb3oBaHue "I'II/lpaTCKOFO" nporpaMmmMmHoro obecneyeHna mMoxet npuBecTn K MHOI’MM puUCKaM: OT MoTepu
AaHHbIX K TBOMM akKkayHTamM OO 6J'IOKVIpOBKVI TBOEro yCTpOVICTBa, roe yCtaHoOBJiE€Ha HenerarbHad nporpamMmma. He
CTOMWT Takke 3abbIBaThb, YTO CYLLEeCTBYIOT fieraribHbie n OecnnartHble nporpamMmmsbl, KOTOpbl€ MOXHO HanTU B CETMW.

O noprane

CeTeBUYOK.ph - TBOWM [MaBHbIA COBETYMK B CeTU. 34ecb Tbl MOXELWb y3HaTb O 6e3onacHOCTM B CETU
MOHATHBLIM M AOCTYMHBIM A3bIKOM, @ MPU BO3HWKHOBEHMMN KPUTMYECKON CcUTyauumn obpatutbcsa 3a coBeTOM. A Takke
MPUHATb y4acTue B KOHKypcax 1 cTaTb CaMbiM LUpOBbIM rpaxaaHuHom!

MpunoxeHue N 3

NAMATKA AN POOUTENEXA OB UH®OPMALIMOHHOW BE3OMNACHOCTU AETEN

OnpepneneHne TepMnHa "nHdopmMalmoHHasa GesonacHocTb aeTen" cogepxutcst B PegepanbHoMm 3akoHe N
436-03 "O sawmte geten OT MHOPMaLUK, NMPUHMUHSAOLLEN Bped UX 340pPOBbI0 U pa3BUTUIO", perynupyonum
OTHOLLIEHMS!, CBA3AHHbIE C 3alMTON AeTen OT UHOpPMaLMK, NPUYUHSAIOLLEN Bped UX 340POBbI0 U (UNK) pasBUTULO.
CornacHo gaHHOMY 3akoHy "MHdopmauunoHHasi 6e3onacHOCTb AeTen” - 3TO COCTOSIHME 3alUULLEHHOCTM, Mpu
KOTOPOM OTCYTCTBYET PUCK, CBA3AHHbIN C NPUYMHEHNEM MHOPMaLMEN Bpeaa UX 300POBLI0 U (M) (dnU3N4eCcKoMy,
NCUXNYECKOMY, AYXOBHOMY, HDABCTBEHHOMY Pa3BUTMIO.

B cuny ®epepanbHoro 3akoHa N 436-O3 nHdopmaumen, npuUMHSIIOLLENA Bpen 340POBbI0 U (M) pasBUTUIO
aeten, sensieTcs:

1. nHhopmaums, 3anpeLleHHas ans pacnpocTpaHeHus cpeaun aeTei;

2. vHdopmMauus, pacnpocTpaHEeHWe KOTOpPOM OrpaHWyYeHO Cpeau [OeTel OnpederieHHbIX BO3pacTHbIX
KaTeropun.

3. K uHdbopmauuum, 3anpeLleHHon Ang pacnpocTpaHeHus cpeau geTen, OTHOCUTCS:

4. vHdopMauus, nobyxaatowas AeTell K COBEepPLUEHNO OEWCTBUA, NpeacTaBnsoWmX Yrpo3y UX XKU3HU U
(vnn) 300pOBLID, B T.4. NPUYUHEHMIO Bpeaa CBOEMY 340POBbI0, CaMOyOUNCTBY;

5. cnocobHOCTb BbI3BATL Y AETEN XenaHue ynoTpebuTb HapKOTMYECKME CpeacTBa, NCUXOTPONHbIE U (Mnn)
ofypMaHuBawLLMe BellecTBa, TabayHble W3AEnusl, ankorofibHyl M CNMpTOCOAEepKallyto MPOAYKUUIO, MUBO U
HanuTKX, M3roTaBMMBaeMble Ha €ro OCHOBE; MPUHATb y4YacTue B al3apTHbIX Urpax, 3aHUMmaTbCs NPOCTUTYLUEN,
OpOAsKHNYECTBOM WX NOMPOLLIANHNYECTBOM;

6. obocHoBbIBaKOLWaa wnn onpasgbiBatowad AOonycTUMMOCTb Hacunma wu (VIJ'IVI) KECToKoCTU nmbo
n06y>|<p,alou.|,a;| OCYLLECTBIATb HACUJTIbCTBEHHbIE [EeNCTBMS MO OTHOLLEHWIO K FTIOAAM U XKUBOTHbIM;

7. oTpyuaLas ceMenHble LEeHHOCTU U hopMUPYIOLLLIAs HEeyBaXeHMe K poautenam u (unu) gpyrmm yneHam
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ceMbU;
8. onpaBabiBatoLLasi NPOTUBONPABHOE NOBEAEHNE;
9. cogepxalyasi HeLeH3ypHyto 6paHb;
10. copepxallasn nHpopmaLmo nopHorparyecKkoro xapakrepa.

K wuwHdopmauuu, pacnpocTpaHeHMe KOTOPOM OrpaHuMyYeHo cpegu AeTein onpegeneHHoro Bo3pacTa,
OTHOCUTCS:

1. Hopmauusa, npeacTaBnsemMasi B Buae n3obpaxeHus Unm onucaHus XecTtokocTu, pusmyeckoro u (unm)
NMCUXMYECKOro Hacunusi, NPeCTYNeHUs NN NHOro aHTUOBLLIECTBEHHOTO AENCTBUS;

2. BbI3blBaOWAa y OeTen CTpax, y)kaCc Wnu MaHwKy, B T.4. MpefcTaBnseMasi B BUAE M300paxeHus umu
ONMCaHVs B YHWXaloWen YernoBeyeckoe [AOCTOMHCTBO (popmMe HeHacunbCTBEHHOW cMepTu, 3abonesaHus,
camoybuincTea, HeCYaCTHOro criyyasi, agapum unum katactpodbl 1 (MnK) UX NOCNeaCcTBUN,

3. npeactaensiemas B Buae u3obpaxeHuss UM ONUCAHWS MOMOBLIX OTHOLUEHUN MeXAy MY>XYMHOW U
KEHLLMHOMN;

4. cogepxallas GpaHHbIe CIoBa U BblpaXkeHWsl, He OTHOCALLMECS K HELLEeH3YPHOW GpaHu.

C yyeTtom atoro Bam npegnaratotca npasuna paboTtbl B ceTu VIHTepHeT Ans pasnuyHbIX BO3PaCTHbIX
KaTeropun, cobnogeHme KoTopbix No3BONUT obecneunTs MHADOPMaLMOHHYI0 6e30MacHOCTb BalLMX AETEN.

O6ume npaBuna Ansa pogurtenen

1. HezaBuncmmMo oT Bo3pacTta pebeHka ucnonb3yinTte nporpaMmHoe obecneveHne, nomoratliee punbTpoBaTb
N KOHTPONMpPOBaTb MHpOPMALMIO, HO HE MofaraiTechb NOMHOCTLIO Ha Hero. Balle BHUMaHME K peBeHKy - rmaBHbIN
MeTOA 3aLLUMThI.

2. Ecnn Baw peBeHOK MMeeT akkayHT Ha OgHOM M3 coumanbHbix cepBucoB (Livedournal, blogs.mail.ru,
vkontakte.ru v T.n.), BHUMaTENbLHO M3y4nTe, Kakyto MHAPOPMALMIO NOMELLAIOT ero y4aCcTHUKN B CBOUX Npodomnsx U
6norax, Bknto4vas dotorpadun n BUAEO.

3. lMNpoBepbTe, C KakMMU OpyrMMU carWTamu CBA3aH couumanbHbld cepBuc Bawero pebeHka. CTpaHuykm
Bawero pebeHka moryT ObiTb 6€30nacHbIMU, HO MOTYT U COAEPXKaTb CCbIIIKM Ha HeXernaTenbHble U OnacHble CanThbl
(HanpvmMep, NOPHOCANT, UNKN CanT, HAa KOTOPOM APYr YNOMWHaEeT HOMEpP COTOBOro TenedoHa Bawero pebeHka unm
Baw gomaluHui agpec)

4. MoowpsaiTe Bawwwux aeteli coobLiaTb 060 BCEM CTPaHHOM WM OTTankMBalOLWEM W He CMULLKOM OCTPO
pearvpynTe, Korga oHu 3TO AenalT (M3-3a onaceHust NoTepsiTb AOCTYN K MIHTEpHETY OeTU He FOBOPSAT poauTensiM
0 npobremax, a Takke MOryT Ha4aTb MCMonb3oBaTb VIHTEpHET BHE AoMa U LUKOSbI).

5. byabTe B Kypce ceTeBoW xun3HU Bawlero pebeHka. VIHTepecynTech, KTO UX Apy3bsi B IHTEPHET Tak Xe, Kak
NHTEepecyeTecb pearnbHbIMU OPY3bSMU.

Bospact ot 7 go 8 ner

B WHTepHeTe pebeHOK cTapaeTcsi NOCEeTUTb T€ UMM WHbIE CalTbl, 8 BO3MOXHO M 4aTkl, paspelleHne Ha
noceLleHne KOTOpbIX OH He nonyqun 6bl oT poauTtenei. MoaTomy poauTensiM OCOGEHHO nonesHbl OyayT Te
oTYyeTbl, KOTOpble MNPenoCTaBMAKTCA MporpaMmaMu MO OrpaHUYeHWlo UCMonb3oBaHus MHTepHeTa, T.e.
Poautenbckuii KOHTPOSb UMK TO, YTO Bbl CMOXETE YBMOETb BO BpeMeHHbIX dainax. B pesynbTaTe, y pebeHka He
OyOeT OLUYLIEeHUs!, YTO 33 HMM BEedeTCs MOCTOSHHbIA KOHTPOSb, OOHAKO, POAMTENU ByayT Mo-NpeXxHemy 3HaTb,
Kakue caiTbl nocelwiaeT ux pebeHok. [eTn B OaHHOM Bo3pacTe o6nafaloT CUMbHbIM YyBCTBOM CEMbM, OHU
[0BEpPYMBbLI M He COMHeBaloTcs B aBTopuTeTax. OHM NOGAT urpaTb B ceTeBble Urpbl M MyTelecTBOBaThb MO
NHTepHEeTY, NCMONb3ysi ANEKTPOHHYIO MOYTY, 3aX0AWUTb Ha CalTbl U YaTbl, He PEKOMEHAOBaHHbIE POANTENSMM.
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CoBeTbl N0 6e3onacHocTu B ceTn IHTepHeT ansa aeten 7 - 8 net

1. CospaiiTe CNMCOK [OMALLHUX NpaBun nocewleHus VHTepHeTa npu ydactum geTten u Tpebynte ero
BbIMOSTHEHUS.

2. Tpebyvite oT Bawero pebeHka cobnogeHns BPEMEHHbIX HOPM HaxXOXAeHUs 3a KOMMbloTepoMm. [okaxnte
pebeHky, 4to Bbl HabnogaeTe 3a HAM He NOTOMy 4YTO Bam aT0 xoueTcs, a notoMmy 4to Bbl 6ecnokouTtech 0 ero
6e30nacHOCTU 1 BCeraa rotoBbl €My NOMOYb.

3. KomnbloTep ¢ nogknoyeHnem Kk VIHTepHeTy OOImKeH HaxoauTbCs B OOLWen KomHaTe nog npucMoTpoM
poauTtenen.

4. /icnonb3ynTe cneunanbHble 4eTCKME MOUCKOBbIE MaLUMHBbI.

5. |/]CI'IOJ'II:-3yIZTe cpencTtea 6]'IOKI/IDOBaHI/IF| HeXenaTtenbHOIro KOHTeHTa KaK AOOMNOJfIHeHMe K CTaHOapTHOMY
PO,EI,VITeJ'IbCKOMy KOHTPOIHO.

6. Co3gaiiTe ceMelHbI 3NEeKTPOHHbIN ALWUK, YTOObI He NO3BONUTL AETAM UMeTb CODCTBEHHbIE afpeca.

7. BnokupyinTte poctyn Kk cavtam c 6ecnnaTtHbiIMUW MOYTOBLIMU SLUUMKAMW C MOMOLLLIO COOTBETCTBYHOLLErO
nporpaMmMHoOro obecneyeHus.

8. MNpuyunte geten copeToBaTbCcA ¢ Bamn nepen onybnukoBaHMEM KaKoW-NMbO MHGOPMaUMK cpeacTBaMm
3MEKTPOHHOM NOYTbI, YaTOB, PErMCTPALMOHHBLIX OPM 1 NpodUnen.

9. Hayunte pgeTten He 3arpyxaTtb (hannbl, nporpaMmmMbl Unu My3sbiky 6e3 Ballero cornacus.
10. He paspeluarite AeTM UCNOMNb30BaTh CYXObl MTHOBEHHOTO 0O6MeHa COobLLEHNAMN.

11. B "Genbin" CNUCOK CaWTOB, paspelleHHbIX ANS MNOCELeHWUs, BHOCUTE TOMNbKO CaWTbl C XOpOLUEN
penyTaunen.

12. He 3abbiBaviTe 6ecenoBaTth ¢ eTbMu 06 UX Apy3bsix B VIHTepHeTe, Kak ecnu Obl peyb LwWa 0 Apy3bsax B
pearibHOWN XU3HMU.

13. He genante "Taby" 13 BONPOCOB NOMOBON XWU3HW, Tak Kak B IHTepHeTe AeTn MOryT Nerko HaTKHYTbCS Ha
nopHorpaduio nnn canTbl "gns B3pocnbIx".

14. Mpuyuute Bawero pebeHka coobliaTe Bam O fobbix yrpo3ax Unm Tpesorax, CBA3aHHbIX C VIHTepHeToM.
OcTaBanTecb CMOKOWHBbIMW U HanoMHWUTE OeTsIM, YTO OHM B 6e30nacHoCTH, ecrnm camu pacckasany Bam O CBOMX
Tpesorax. [loxBanuTe nx n NOCOBETYNTE NOOWTU eLle pa3 B NOAOBHbIX Cryvasx.

BospacT getent o1 9 Ao 12 net

B gaHHOM BO3pacTte LOEeTu, KakK npaBusio, YyxXe HaclbllaHbl O TOM, KaKad VIH(bOpMaLI,I/Iﬂ cyulectByeT B
MHTepHeTe. COBepLUGHHO HOpMalibHO, YTO OHM XOTAT 3TO YBUAETb, MPOYeCTb, YyCNnbllWaTb. I'Ipvl 3TOM HYXHO
NMOMHUTb, 4YTO OOCTYyNn K HeXenaTellbHbiIM MaTepuanamMm MOXHO Jerko 3a6J'IOKI/IpOBaTb npu nomouin cpencrte
Poauntenbckoro KOHTpPOIA.

CoBeTbl No 6e3onacHocTu onsa aeten ot 9 Ao 12 net

1. Co3ganTte CnNMCOK OOMALUHMX MpaBurl noceweHns MHTepHeT npu yyacTum peten m Tpebynte ero
BbINOMHEHWS.

2. TpebyinTte ot Bawwero pebeHka cobnogeHns HOpM HaXoXOeHUSA 32 KOMMNbIOTEPOM.

3. Habnopante 3a pebeHkom npu paboTe 3a KOMMbIOTEPOM, MOKaXuTe eMy, 4To Bbl 6ecnokouTecb 0 ero
6e30MacHOCTM 1 BCerga rotToBbl Oka3aTb €My MOMOLLb.
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4. KomnbloTep € nogkntoveHmeM B MHTEpPHET [OIMKEH HaxoguTbCs B OOLWLEN KOMHaTe nog NMpUCMOTPOM
poauTenen.

5. Ucnonb3yinte cpeactBa OnokuMpoBaHUs HexenaTterlbHOro KOHTEHTa Kak AOMOJSIHEHME K CTaHAapTHOMY
PoantensckomMy KOHTPOSHO.

6. He 3abbiBanTe npyHMMaTh HEMOCPEOCTBEHHOE y4acTue B Xn3HU pebeHka, 6becegoBaTb ¢ geTbMu 06 nx
Opy3bsix B VIHTepHeTe.

7. HactamBanTe, 4TOObI €TU HUKOTAa He cornallanucb Ha NMYHbIe BCTPeYUn ¢ ApY3baMu no MHTepHeTYy.
8. MNo3BonanTe geTsam 3axoouTb TONMbKO Ha caiTbl U3 "6enoro” cnucka, KOTopbIn co3ganTe BMECTE C HUMM.

9. Mpuyunte geteit HUKOrQa He BblAaBaTb NMUYHYIO MHGOPMAaLMIO CPeOCTBaMMN 3MEKTPOHHOW MoYTbl, YaTos.,
CUCTEM MIHOBEHHOTO 0O6MeHa COOBLLEHMSIMU, PEFMCTPALMOHHBIX (POPM, NIMYHBIX NPOdUIEn U NpU perucTpaumm Ha
KOHKYpCbl B IHTepHeTe.

10. Mpuyuute OeTel He 3arpyxaTb nporpammbl 6e3 Bawero paspelueHusi. O6bACHUTE UM, YTO OHU MOTYT
Cry4yainHo 3arpy3nTb BUPYCbI UK APYroe HexenaTenbHoe nporpaMmmMmHoe obecneyeHue.

11. Cospgante Bawemy pebeHKy orpaHUYeHHYH0 YY4ETHYH0 3anncb Ang paboTbl HA KOMMbIOTEpE.

12. Mpuyuute Bawero pebeHka coobLaTb BaM O MOObLIX Yrpo3ax UK TpeBorax, cBsi3aHHbIX ¢ VIHTepHeTOM.
HanomHuTe aetam, 4To oHM B 6e30NacHOCTK, ecnv caMu pacckasanu BaMm O CBOMX TPEeBOrax 1 ornaceHusXx.

13. PacckaxuTte getam o nopHorpaduum B MHTepHeTe.

14. HactanBanTe Ha TOM, YTOObI AeTW NpeaoCcTaBNAnNM BamM LOCTYN K CBOEN 3MEKTPOHHOW No4Te, YToObI Bbl
y6eannucb, YTo OHU He OOLLalOTCs C HE3HaKOMLLaMU.

15. O6bACHUTE OEeTsM, YTO Henb3s UCNOSb30BaTh CEThb AN XYNUraHCTBa, pacnpoCTpaHeHNs CnieTeH unu
yrpos.

BospacT getewt ot 13 go 17 net

B aTOM BO3pacTe MogpoCTKN aKTUBHO MCMOMb3YIOT MOUCKOBbLIE MalUWHbI, NOMb3YHOTCS SMEKTPOHHON MOYTOW,
cnyx6amy MrHOBEHHOrO OOMeHa COOOLLEHUSIMU, CKauMBatoT My3blky M ounbmbl. ManbyvMkam B 3TOM BO3pacTe
Oonblue Mo HpaBy CMeTaTb BCE OrpaHWYeHusl, OHW >XaxayT rpyboro tomopa, asapTHbIX WUrp, KapTUHOK "ans
B3pocnbIx". [leBoukyu npegnoynTaloT oblwartbCs B 4aTax, NMpu 3TOM OHM ropasfo Gornee 4yBCTBMTENbHbI K
cekcyarbHbIM JoMoraTenbcTBam B MIHTepHeTe.

3avacTyio B JaHHOM BO3pacTe poauTensiM y)Xe BeCbMa CITOXXHO KOHTPONMpOoBaTh CBOMX AETEW, Tak Kak 0b
VHTepHeTe OHWM yxe 3HalT 3HauUTenbHO Gornblue CBOMX poauTenen. Tem He MeHee, He OTnyckanTe OeTen B
"cBob6oaHOe nnasaHue" no NHTepHeTy. CTapanTech akTUBHO y4acTBOBaTb B 06LLeHUM pebeHka B VIHTepHeTe.

BaxHO no-npexHeMy cTporo cobnwogate npaBuna WHTepHeT-6e30MacHOCTM - CcornaleHne Mexay
poautenamun u getbMn. Kpome TOro, HeoOXOOMMO Kak MOXHO 4alle npocMaTtpuBaTb OTYETbl O AEeATESNbHOCTU
aeten B VHTepHeTe. CnegyeT obpatnTe BHMMaHWE Ha HEOOXOAMMOCTb COAepXaHus POoOMTENbCKUX naponen
(naponen agMVHUCTPATOPOB) B CTPOrOM CeKpeTe U 06paTUTb BHUMAHWE Ha CTPOroCTb 3TUX Naponen.

CoBeTbl N0 BesonacHOCTU B 3TOM Bo3pacTte oT 13 0o 17 net

1. Cosgante cnucok OoMalUHWX npaBun nocewleHus VIHTepHeTa npu yvyacTuuM NOAPOCTKOB U Tpebynte
6e3ycnoBHOro ero BoinonHeHus. Obrosopute ¢ pebeHKOM CMUCOK 3anpeLLeHHbIX canToB ("YyepHbI CNUCoK"), Yachl
paboTbl B IHTepHeTe, pyKoBOACTBO MO 06LleHMIO B VIHTEpHETE (B TOM Ynucne B YaTax).

2. KomnbtoTep ¢ NnogkniodeHnem k cetm HTepHeT AoMmKeH HaxoamTbCs B obLen kKomHaTe.

3. He 3abbiBavite 6eceqoBatb ¢ AeTbMu 06 mx Apy3bax B MHTepHeTe, O TOM, YeM OHW 3aHATbl TakuUm
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obpasom, ByaTo peyb MAET O OAPY3bsX B peanibHOM XusHW. CrpalumBaiite o noasax, ¢ KOTopbiMK AeTu obliatoTcs
nocpencTBoM crny6 MrHOBEHHOro o6MeHa coobLLeHNAMU, YToBbl yoeauTbes, YTo 3T Ntoan UM 3HAKOMbI.

4. Ucnonb3yiTe cpeacTtBa ONOKMPOBAHWUS HeXenaTenbHOro KOHTEHTa Kak AOMOSfIHEHWE K CTaHOapTHOMY
PoantensckomMy KOHTPOSIHO.

5. HeobxoguMmo 3HaTb, KakMMuM 4aTamu nonb3ytotcsas Bawwm getn. [loowpsante umcnonb3oBaHue
MOLEepUpyeMbIX YaTOB U HacTamBanTe, YTobbl AeTK He obLLanncL B NPUBATHOM peXUME.

6. HactamBanTe Ha TOM, YTOObI AETWN HUKOrAA HE BCTPEYanuchb NIMYHO C ApY3bsaMU U3 CETU VIHTEpHEeT.

7. MNMpuyante geten He BblgaBaTb CBOK fNYHYIO MHPOPMaLMIO CpeacTBaMy 3MEKTPOHHOW MOYThl, 4YaToB,
CUCTEM MFHOBEHHOro 0bMeHa coobLeHsIMU, PpErnCTPaLUMOHHBIX OPM, NNYHBIX NPoUNen n Npu permcTpauumn Ha
KOHKypcChl B IHTepHeTe.

8. Mpuyunte peten He 3arpyxaTb nporpammbl 6e3 Bawero paspewweHus. OGBbACHUTE UM, YTO OHU MOTYT
CryYawHO 3arpy3uTb BUPYCbl UK OpYroe HexenaTenbHoe nporpaMMHoe obecneveHue.

9. MNpuyunTe Bawero pebeHka coobliate Bam O MobbIX yrpo3ax Unm Tpesorax, CBA3aHHbIX ¢ IHTepHeToM.
HanomHute getam, 4To OHM B Ge3onacHOCTW, €CcriM camu pacckasanu Bam, O CBOMX Yrpo3dax Wnu TpeBorax.
lMoxBanute ux n NOCOBETYNTE NOAONTY eLue pa3 B NogobHbIX criyyasix.

10. Pacckaxute petam o nopHorpacdum B WHTepHeTe. lNMomornte mm 3awmtutbes OT cnama. Hayuute
MOAPOCTKOB He BbldaBaTb B WHTepHeTe CBOEro peanbHOrO 3MNEKTPOHHOIO agpeca, He oTBevyaTb Ha
HexernaTenbHble NMCbMa U UCMOMb30BaTh CrieumarnbHble NOYTOBblE PUNBLTPLI.

11. Mpuy4ynte cebs 3HAKOMUTBLCA C canTaMu, KOTOPbIE NoceLLaloT NOAPOCTKU.

12. Hayunte peten yBaxaTb OpYyrux B MHTEpHeTE. Y6eamTech, YTO OHU 3HAKOT O TOM, YTO NpaBmna XopoLlero
noBefeHWs OeACTBYIOT Be3e - AaXe B BUPTyallbHOM MUpe.

13. OObsAcHWTE [JeTaMm, 4YTO HM B KOEM Chnyyae Henb3s ucnonb3oBate CeTb [Ona  XynWraHcTsa,
pacnpoCcTpaHeHWs CNreTeH Unn yrpo3 Apyrum foasim.

14. O6cyanTe ¢ NoApoCTKaMyn NpoGeMbl CeTeBbIX a3apTHbIX UIP U UX BO3MOXHbIA pUck. HanomHuTe, yto
[AeTW He MOTYT UrpaTb B 3TU UIPbl COMMAcHO 3aKOHY.

lMocTosHHO KOHTpoNMpynTe ucnonos3oBaHne VHTepHeTa Bawum peberHkom! 310 He HapyLueHue ero NMMYHOro
NPOCTPaHCTBA, a Mepa NpeaoCTOPOXHOCTU 1 nposiBrneHne Ballen poantensckon 0TBETCTBEHHOCTU 1 3a00ThI.
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