MAMSTKA
JIJISI OBYUAIOIIIUXCS Ob TH®OPMAIIMOHHOM FE3OITACHOCTH
NETEA

HEJIb34

1. Becem noapsia cooOmaTh CBOIO YaCTHYIO HH(MOpMAIHIO (HACTOSIIUE UM, (aMUITUIO, Tele(doH,
azipec, HOMep LIKOJIbI, a TaKke (poTorpaduu CBOU, CBOCH CEMbH U Ipy3ei);

2. OTKpbIBaTh BJIOXKEHHBIE (DailiIbl 3JIEKTPOHHOM MOYTHI, KOT'1a HE 3HACIIb OTIIPABUTEIIS;
3. I'pyOuth, npuanpaThcs, OKa3bIBaTh JaBJICHHE — BECTH Ce0sI HEBEXKIIMBO U arpeCcCHUBHO;

4. He pacniopspkaiics JeHbraMu TBOEH ceMbU 0€3 pa3pelieHus CTapIInuX - BCera CIpaninBan
poauTeneu;

5. He BcTpeualtics ¢ IHTepHET-3HAKOMBIMU B PEaJIbHOM KU3HU - IIOCOBETYICS CO B3POCIIBIM,
KOTOPOMY JI0BEpSIEIIb.

OCTOPOXXHO

1. He Bce mumryt npaBay. Uuraems o cebe Henpasay B UHTepHETE — c0001IM 006 7TOM CBOUM
POAMTEISAM UIIU OIIEKYHAM;

2. [Ipurnamarot nepenuchiBaThCs, UrPaTh, 0OMEHUBATHCA - IPOBEPH, HET JIM MOABOXA;
3. HezakonHoe konmpoBanue ¢aiioB B IHTepHETE - BOPOBCTBO;
4. Beerna paccka3sbiBaid B3pOCiIbIM O MpoOieMax B CETH - OHU BCET/1a TIOMOTYT;

5. Mcnionb3yit HacTpoiiku 0€301MacHOCTH U MTPUBATHOCTH, YTOOBI HE TIOTEPSATH CBOM AKKAYHTHI B
COLICETSAX U IPYTUX MOpTalax.

MOXHO

1. YBaxall 1pyrux noJib30Bareiei;

2. Tlonb3yenibest IHTEpHET-UCTOYHUKOM - JI€ail CChUIKY Ha HETO;
3. OTKpBIBail TOJIBKO TE€ CCBUIKH, B KOTOPBIX YBEPEH;

4. O0maThCs 32 MTOMOIIBIO B3POCIIBIM - POAUTEINH, ONIEKYHbI U aIMUHUCTPAIIUS CATOB BCETAa
IIOMOTYT;

5. Ipoiinu oOyuenue Ha caiite «CeTeBUYOK» U MOIY4H NacropT HUPPOBOTro TpakaaHnHa!

[Tucemo Muno6pnayku Poccun ot 14.05.2018 Ne 08-1184
O HampaBieHHH UHPOPMALUU

© Marepuan u3 CripaBouHoii cuctembl «OO0pa3oBaHUE.
[Tonpo6wuee: http://vip.1obraz.ru/#/document/97/443572/p0480/?0f=copy-fabfc4bbf0




NHO®OPMAIIMOHHASA MAMATKA JIUISA OBYYAIOIIIUXCA

C KaXXJIbIM T'OJIOM MOJIOJCKH B HHTEPHETE CTAHOBUTHCS OOJIbIIE, A ITKOJFHUKU OJHU U3 CaMbIX
aKTUBHBIX I0JIb30BaTenek Pynera. Mexay TemM, MIOMUMO OTPOMHOIO KOJIMYECTBA
BO3MOJKHOCTEH, MHTEPHET HECET U MPoOJIeMbl. ITa maMsITKa JOKHA TIOMOYb Tebe 6e301acHo
HaXOJIUTHCS B CETH.

KoMnibroTepHbie BUPYCBHI

KoMIiproTepHbIi BUPYC - 3TO pa3HOBUIHOCTb KOMIIBIOTEPHBIX IPOIPaMM, OTIMYUTENBHON
0COOEHHOCTBIO KOTOPOH SIBJISIETCS CHOCOOHOCTh K pa3MHOXKEHHIO. B 10TI0OTHEHHE K 3TOMY,
BUPYCHI MOTYT MOBPEIUTH UM MOJHOCTHIO YHUUYTOKUTH BCe (ailyibl U TaHHBIE,
MOJIKOHTPOJIBHBIE MOJIB30BATENI0, OT UMEHH KOTOPOTo ObliIa 3aImyleHa 3apaxEéHHas mporpaMmma,
a TaKkXKe MOBPEIUTh WIM AaXKE YHUUYTOXKHUTDH OTEPALIMOHHYIO CUCTEMY CO BCeMH (paiiimamu B
1esioM. B GOJIBIIMHCTBE CilydaeB pacpOCTPAHSIOTCS BUPYCHI Yepe3 HHTEPHET.

MeToap! 3alUTHI OT BPEJOHOCHBIX IIPOTPAMM:

1. Micnonb3yit coBpeMEHHbIE ONlepallMOHHbIE CUCTEMBI, UMEIOILINE CEPhE3HBIN YPOBEHD 3aIlIUThHI
OT BPEAOHOCHBIX MPOTPAMM;

2. llocrostHHO ycTaHaBiMBai mauTH (U(POBBIE 3aIIATKH, KOTOPHIE aBTOMATUYECKU
YCTaHaBIMBAIOTCS C LEJIbIO JOPaOTKU MPOrpaMMbl) U APYyrue OOHOBIIEHHS CBOCH OTepaliMOHHOMN
cucrembl. CkaunBail UX TOJBKO ¢ opuIManbHoro caira pazpadorurka OC. Ecnu cymiectByer
PEKUM aBTOMATUYECKOTO OOHOBJICHUS, BKIIIOUH €T0;

3. PabGoTaii Ha cBOeM KOMIIBIOTEpE 101 IPaBaMU MOJIb30BATENs, a HE aJMHHUCTpATOpa. ITO HE
MO3BOJIUT OOJBIIMHCTBY BPEIOHOCHBIX MTPOTPaMM WHCTAJUIMPOBATHCS HA TBOEM IEPCOHAIIEHOM

KOMIIBIOTEPE;

4. Vcrionb3yil aHTUBUPYCHBIE IPOIPAMMHBIE TPOAYKTHI U3BECTHBIX IIPOU3BOAUTENEH, C
aBTOMAaTHUYECKUM OOHOBIIEHHEM 0a3;

5. Orpannyb GpU3NYECKHA JOCTYH K KOMITBIOTEPY VI TOCTOPOHHUX JIMIL;

6. Mcrionb3yil BHENTHUE HOCUTENN HH(OPMAIINH, TaKUE KakK (hIenIKa, TUCK HIu (aii u3
MHTEPHETA, TOJIBKO U3 MPO(EepPEHHBIX HCTOUYHUKOB;

7. He oTKpbIBail KOMIBbIOTEpHBIE (PaiiiIbl, MOTyYCHHBIE U3 HEHAAEKHBIX UCTOYHUKOB. [lake Te
(aiinel, KOTOpPBIE MpHUCIIAT TBOM 3HAKOMBIN. JIydIlle yTOUHHU Y HEro, OTHPABJISUI JIU OH TeOe HX.

Cetu WI-FI

Wi-Fi - 310 He Buj nepenavyn JaHHBIX, HE TEXHOJIOTHSI, a BCEro Jiminb Open, mapka. Eme B 1991
roJy HUJepiIaHcKas KoMnanus 3apeructpuponaia opern « WECAy, uto o6o3Hayano
cnoBocouetanue « WirelessFidelity», koTopslil mepeBoauTcst Kak «OecrpoBOAHAS TOYHOCTBY.



Jlo Haiero BpeMeHH Jolia apyras abopeBuarypa, KoTopas sSBJISETCS TaKOH K€ TEXHOJIOTHUEH.
Oto abbpeBuarypa «Wi-Fi». Takoe Ha3BaHue ObLIO TaHO ¢ HAMEKOM Ha CTaHIAPT BBICIIUI
3ByKoBoOM TexHHKH Hi-Fi, 4To B mepeBo/ie 03HaYaeT «BbICOKAsi TOYHOCTDY.

Jla, 6ecrutaTHBIA HHTEPHET-IOCTYII B Kae, OTENSAX U a3pOIopTax sIBISAETCS OTIIMYHOM
BO3MO’KHOCTBIO BBIXOJa B MHTEpHET. Ho MHOTHE 3KCIIepThI CYMTAIOT, YTO 00Ien0cTynHbie Wi-
Fi cetn He sBisitoTcst 6€30MaCHBIMHU.

Cogetsl o Oe30macHOCTH paboTe B 001Ie10CcTyHBIX ceTsix Wi-fi:

1. He mepenasaii cBoro muunHyto nHGopMaluio yepes odmenocrynusie Wi-Fi cetu. PaGoras B
HUX, )KeJaTeIbHO HE BBOJUTH NMAPOJIH JOCTYIIA, JIOTHHBI M KAaKUEe-TO HOMEpa;

2. Vicnonp3yit 1 0OHOBIIAN aHTUBUPYCHBIE ITPOrpaMMBbl 1 Opanamayep. Tem caMbIM Thl
o0e3omacuib cedst 0T 3aKaYKH BUpPYyca Ha TBOE YCTPOHCTBO;

3. Ilpu ucnonb3oBanuu Wi-Fi otkmoun ¢pynkuunio «OOmuii 10CTym K (aitinaM u mpuHTEpam».
JlanHas GYHKIUS 3aKphITa [0 YMOJTYAHHIO, OJTHAKO HEKOTOPBIE MOJIb30BaTENIN AKTUBUPYIOT €€
Ui yioOCTBA UCIIOIB30BaHMsI B paboTe Win yueoe;

4. He ucnonp3yit myonuunsiii WI-FI i nepegayu TMUHBIX TaHHBIX, HAIPUMEp JUTS BBIXOJIA B
COLIMAJIBHBIC CETU WU B 3JIEKTPOHHYIO I104TY;

5. Nnone3yit Tonpko 3amuieHHoe coequnaenue uepe3s HTTPS, a ue HTTP, T.e. mpu Habope BeO-
azpeca BBOJAU UMEHHO «https://»;

6. B mo6unsHOM Tenedone otkimoun ¢pyHkuuio «[loakmouyenue k Wi-Fi aBromatnyeckn». He
JOIyCKai aBTOMaTHYECKOTO MOIKII0UEHHs yCTpoicTBa K ceTsiM Wi-Fi 0e3 TBoero coryacusi.

ConuanbHbIe CETH

CornmanbHbIe CETH aKTUBHO BXOJST B HAaIly )KM3Hb, MHOTHE JTIOAW PAOOTAIOT U KUBYT TaM
MOCTOSIHHO, a B Facebook yxke 3apeructprupoBan MUILTHAP.T YETOBEK, UTO SIBISIETCS OTHOM
CeIbMOM BCEX XKUTelel TiaHeTsl. MHOTHE M0Ih30BaTeIN He MOHUMAIOT, YTO HH(pOpMAaIus,
pa3MelieHHasl UMH B COIIMANTBHBIX CETSIX, MOXKET ObITh HAalJIeHa U UCTIOJIB30BaHA KEM yrOJIHO, B
TOM YHCJIe HEe 0053aTeNbHO ¢ OJIaTIMH HAMEPEHHSIMH.

OCHOBHBIE COBETEI IO 0E€30I1aCHOCTH B COLIUAJIBHBIX CETAX:

1. Orpannyb criucok apy3ei. Y 1e0st B Ipy3bsX HE TOJDKHO OBITh CIIy4alHBIX M HE3HAKOMBIX
JIIOJICH

2. 3ammmail cBOI0 YacTHYIO >ku3Hb. He yka3biBail mapoinu, TeneoHsbl, afapeca, AaTy TBOETO
POXKACHUS U JPYTyI0 JUUHYI0 HHPOPMAIHIO. 3T0YMBIIIJICHHUKNA MOTYT UCIIOJIB30BaTh JaKe
MH(OPMAIIHIO O TOM, KaK Thl M TBOM POJHUTENH IUIAHUPYETE MPOBECTU KaHUKYIIBI;

3. 3amuinaii CBOI0 PermyTaluio - IEP’KU €€ B YUCTOTE U 3aj1aBaii ce0e BOMPoC: XOTeN ObI ThI,
9TOOBI JPyrye MOJIL30BATEIH BHICH, YTO ThI 3arpyskaemib? [logymaii, mpexae 4em 4To-To
OMyOMUKOBATh, HAMKICATD U 3aTPy3UTh;

4. Ecnu Tbl TOBOPHUILB C JIFOJIBMU, KOTOPBIX HE 3HACIIb, HE UCIOJIb3YH CBOE PEATILHOE UMS U
APYTryIo JUYHYIO0 HH(POPMAIMU: UMSI, MECTO JKUTEIBCTBA, MECTO YueObl U poYee;



5. N36eraii pazmemienus potorpaduii B luTepHere, rae Thl H300paxKeH Ha MECTHOCTH, TIO
KOTOPOH MOXHO OIPEIETUTh TBOE MECTOMOJIOKEHHUE;

6. Ilpu perucrpanuu B COMAIbHOM ceTH HEO0OX0AUMO UCIIOIB30BATh CIIOKHBIE TTAPOJIH,
cocTosIre u3 OYKB U (P U ¢ KOJIUIECTBOM 3HAKOB HE MEHEe §;

7. JAns conMaabHOM CeTH, MOUTHl M JPYTUX CATOB HEOOXOJMMO HCIIOIB30BaTh Pa3HbIE MAPOJIH.
Torna ecnu Te0st B3IOMAIOT, TO 3JI0YMBIIUICHHUKH MOJTy4aT JOCTYI TOJBKO K OTHOMY MECTY, a
HE BO BCE cpasy.

DNEeKTPOHHBIE IEHbIU

DJNEeKTPOHHBIE JEHBI'M — 3TO OYEHb YAOOHBIH cr10co0 aTexen, 0JJHAKO CYIECTBYIOT
MOUIEHHUKH, KOTOPbIE XOTAT IIOIYYUTh 3THU JICHBIU.

3HCKTpOHHBIC JCHBI'Y MOABUJIINCHh COBCEM HEAAaBHO U UMCHHO H3-3a 3TOI'O BO MHOTHUX
rocyaapCrBax A0 CUX MOp HC MPOMHUCAHO PO HUX B 3aKOHAX.

B Poccun sxe oHU GYHKITMOHUPYIOT U O HUX yXK€e MPOIMHUCAHO B 3aKOHE, TJIe UX Pa3/eisIioT Ha
HECKOJIBKO BHJIOB - aHOHUMHBIE U HE aHOHUMHBIE. Pa3HMIIa B TOM, YTO aHOHUMHBIE - 3TO T€E, B
KOTOPBIX pa3perIaeTcs MPOBOANUTE ONepauy 0e3 HACHTU(UKAIIUH TT0JIb30BaTeNs, a B
HEaHOHUMHBIX UICHTH()UKALNY TOIb30BATEIIS SBIAETCS 00s13aTeIBbHOM.

Taxoke creayer pa3nuyarh MEKTPOHHbIE (pUaTHBIE IeHBI U (PaBHBI TOCYIAPCTBEHHBIM BaIIOTaM)
U JICKTPOHHbIE He()uaTHbIE JEHbIH (HE paBHBI TOCYIaPCTBEHHBIM BAIIOTAM).

OcHOBHBIE COBETHI IO O€30MaCHOM paboTe C IEKTPOHHBIMH JCHbIAMH:

1. ITpuBsiKu K cueTy MOOWIBHBIHN TenedoH. ITo camblil yI0OHBIH U OBICTPHIN C1IOCOO
BOCCTAHOBHTB JIOCTYII K c4eTy. [IpuBsi3aHHbIA TeneoH MOMOXKET, eciu 3a0yAelb CBOH
IUJIATEKHBIN MapoJib WK 3aUJE1Ib HAa CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. Ucnonp3yit ogHopa3oBbie naposu. [locne nepexoia Ha yCHIEHHYIO aBTOPHU3AIUIO TeOe yxKe
He OyJeT yrpoXkarhb OIMacHOCTh KPaXKH WM NepexBaTa IJIATeXHOTo HapoJis;

3. BeiOepu croxubIii napois. [IpectynmHukam OyneT He MPOCTO YraaaTh CIOKHBIA MapoJib.
HanexHble mapoian — 3T0 Mapoju, KOTOPhIE CoAepkKaT HE MEeHee 8 3HAKOB U BKIIIOYAIOT B ce0s
CTPOYHBIE M IPONUCHBIE OYKBbI, IU(PHI K HECKOJIBKO CUMBOJIOB, TAKHE KaK 3HAK J0JJIapa,
¢yHTa, BOCKIMLIATENBbHBIN 3HaK U T.I1. Hanpumep, StROng!;;

4. He BBOJM CBOM JIMUHBIC JaHHBIC HA CaiiTaX, KOTOPHIM HE JOBEPSCIIb.

DneKTpoHHas NOHTa

DJNEeKTpOHHAs M0YTa — 3TO TEXHOJOTHS U MPEAOCTaBIISIEMbIE €10 YCIYTH IO MEPEChUIKE U
MOJIyYECHHUIO AIIEKTPOHHBIX COOOIEHHI, KOTOPbIE PACIIPEAEISIOTCS B KOMIIBIOTEPHOM CETH.
OOBIYHO 3IEKTPOHHBIN MTOUYTOBBIN MUK BRITIAIUT CICAYIOIIMM 00pa3oM:
UMS_TI0JIb30BATENA(@HUMsL_noMeHa. Taxoke KpoMme repejadd MpocToro TeKCTa, UMeeTcs

BO3MOJKHOCTb IepeiaBaTh (panibl.

OCHOBHBIE COBETHI 10 0€30MaCHOM paboTe C IMEKTPOHHOU MOYTOM:



1. Hayo BbIOpaTh NpaBUIIbHBIHN MOYTOBBIHM cepBHC. B HHTEpHETE €CTh OIPOMHBINM BEIOOP
OecCIuIaTHBIX MTOYTOBBIX CEPBUCOB, OJTHAKO Jy4IlIe TOBEPATh TEM, KOT'O 3HACIIb M KTO NEPBHIi B
pEeUTHUHrE;

2. He yka3piBaii B TMYHOH moyTe JINYHYIO HH(popMaruo. Hanpumep, sydie BEIOpaTh
«MY3BIKaTbHBIN (haHaT@» mnu «pok2013» BMecTo «remal3»;

3. Mcnonb3yi IByX3TaHYI0 aBTOPU3ALMIO. DTO KOT'/1a IOMUMO TapoJisi HYKHO BBOAUTH KO/,
npucblIaeMblii o SMS;

4. BoiOepu cl0KHBINA TTapoIib. J1JI Ka)XA0T0 TOYTOBOTO SIIUKA JOJKEH OBITh CBOW HAICKHBIMH,
YCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Ecin ecTh BO3MOKHOCTB HalMcaTb CaMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIB3YH ITY
BO3MO’KHOCTb;

6. Vcrionib3yil HECKOJIBKO TIOYTOBBIX SIIIMKOB. [IepBbIil 17151 4acTHOM NEPENMCKU C aipecaTaMu,
KOTOPBIM ThI I0OBEPSIELIb. DTO MIEKTPOHHBIN aIpeC HE HAJ0 UCIOIb30BaTh IIPU PETUCTPALIUU HA

dopymax u caitax;

7. He oTkpbIBaii (paitinbl u Apyrue BIOKEHHUS B MHUCbMaXx Ja)Ke €CJIM OHH MPHIIUIA OT TBOUX
npy3eit. Jlydiie yTouyHu y HUX, OTIIPABIISUIM JTH OHU Te0e 3TU (haiiibl;

8. [Tocne okoH4aHwus pabOTHI HA IOYTOBOM CEPBHCE TIEPE]] 3aKPHITHUEM BKIIAJIKU C CAUTOM HE
3a0y/ib HAXKATh Ha «BBIATHY.

KubepOyiuHr M BUPTyalbHOE U3/1€BaTEILCTBO

KubepOyiuHr — mpeciieioBaHie COOOLICHUSAMU, COIEPKAIIMMU OCKOPOJICHHSI, arpeccuio,
3aIlyrUBaHKE; XyJIUTaHCTBO; COIIMATIbHOE OOMKOTHPOBAHUE C TOMOIIBIO PA3IUYHBIX HHTEPHET-
CEpBHUCOB.

OcHOBHBIE COBETHI IO OOPHOE ¢ KUOEPOYIITHHIOM:

1. He Opocaiics B 60ii. JIydiuii cioco0: moCOBETOBATHCS KaK ce0sl BECTH H, €CJIH HET TOTO, K
KOMY MOKHO OOpaTUThCS, TO BHaUalIe YCIOKOUThCs. ECIi Thl HaYHEIb OTBEYaTh
OCKOPOJICHUSIMU Ha OCKOPOJICHUS, TO TOJIBKO el1ie O0JIbIIE Pa3oidoKenlb KOH(IINKT;

2. Ynpasistii cBoeii kubeppenyTraimei;

3. AHOHUMHOCTb B ceTH MHUMasA. CyIIecTBYIOT CITIOCOOBI BBISICHUTD, KTO CTOUT 32 aHOHUMHBIM
aKKayHTOM;

4. He crout BecTH XyJIUTaHCKUH 00pa3 BUPTYaJIbHOU )KU3HU. VIHTEpHET (PUKCUPYET BCE TBOU
JEUCTBUS M COXPAHSET UX. YAAIUTh UX Oy/eT KpaliHe 3aTPyIHUTEIBHO;

5. CoGnronait cBO BUPTYAIbHYIO YECTh CMOJIOJY;

6. Urnopupyii eanHn4HbIN HeratuB. OTHOpPa30Bble OCKOPOUTENbHBIE COOOIICHNUS JTyYllle
UTHOpUpOBaTh. OOBIYHO arpeccHs MpeKpallaeTcs Ha Ha4yaJlbHOM CTaIuH;



7. Ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIIIEHUSIMU, B COITUATBHBIX CETIX
€CTh BO3MOXKHOCTH OJIOKUPOBKH OTIPABKU COOOIIEHH C OTPEIeIEHHBIX a/IpECOB;

8. Ecnu ThI cBUETENh KNOEPOY/UIMHTa. TBOU ASHCTBUS: BHICTYIIUTH POTHUB MIPECIIEI0BATEINS,
MOKa3aTh €My, UTO €ro JACHCTBHS OIICHUBAIOTCSI HETATUBHO, TOJJIEPKATh KEPTBY, KOTOPOii
HYXHa IICUXO0JIOTUYECKask TOMOIIb, COOOIINUTH B3POCIIBIM O (DaKkTe arpecCUBHOTO MOBEJICHUS B
CeTH.

MoOunbHbIN TenedoH

CoBpeMeHHbIE cMapT(OHBI U IUTAHIIETHI COJIEpkKaT B ce0e BIOJIHE B3POCIBIN (PYHKIIMOHAI, U
Tenepb OHU MOTYT KOHKYPHPOBAaTh CO CTAIIMOHAPHBIMU KOMITbIoTepaMu. OJJHAKO, CPE/ICTB
3alIUTHI I OJJOOHBIX YCTPOUCTB MOKa OYeHb Masio. TecTupoBaHKe U MOUCK YSI3BUMOCTEH B
HUX IPOUCXOJUT HE TaK MHTEHCUBHO, Kak ais [1K, To ke camoe kacaercss 1 MOOMIIbHBIX

MIPUIIOKEHUN.

CoBpeMeHHbIE MOOMIIbHBIE Opay3ephl yXKe MPaKTHUECKH TOTHAIN HACTOJIbHBIE aHAJIOTH, OJJTHAKO
pacmpenue (pyHKIHOHAA BI€YeT 32 COO0H OOJBIIYIO CI0KHOCTh M MEHBIIYIO 3alUIIEHHOCTb.

Jlaneko He BCe MPOM3BOAUTENH BBITYCKAIOT OOHOBJICHHS, 3aKPHIBAIONINE KPUTUUECKUE
YS3BUMOCTH JJIsI CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI 1151 0€3011aCHOCTH MOOHIIBHOTO TeledoHa:

1. Huuero He sBisieTcs: no-HacTosmeMy OecruiaTHeIM. byib ocToposkeH, Benb Korjia Tede
IpeUIaratoT OeCIUIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TUIATHBIC YCIIYTH;

2. dymaii, mpex/ie 4eM oTnpaBuTh SMS, ¢oTo nnu Buaeo. Tl TOYHO 3HACIIb, T/Ie OHU OyIyT B
KOHEYHOM uTOre?

3. Heo6x01umMo OOHOBIISATH OTIEPAIIMOHHYIO CUCTEMY TBOETO CMapTQOHa;
4. Vicnonp3yit aHTUBHUPYCHBIE IPOTPAaMMBI JJIs1 MOOMIIBHBIX TeNE(POHOB,;

5. He 3arpyxail npuioKeHus: OT HEU3BECTHOIO UCTOYHUKA, BEJIb OHU MOTYT COJIEPKATh
BPEIOHOCHOE MPOrpaMMHOE 00ecTIedeHNE;

6. ITocie Toro Kak Thl BBIWCIIB C caiiTa, TJe BBOIAWI JIMYHYIO HH(OPMAIIHIO, 3aliI1 B HACTPOHKHU
Opaysepa u ynamu cookies;

7. Ileproaudecku IpoBepsi KaKue IJIaTHBIE YCIIYI'M aKTUBUPOBAHBI HA TBOEM HOMEDE;

8. JlaBaii cBOIf HOMEp MOOMIILHOTO Tele(oHa TOJIBKO JIFOSM, KOTOPBIX Thl 3HACIIb H KOMY
NOBEpsielb;

9. Bluetooth nomkeH OBITH BBIKIIFOUEH, KOTJa Thl KM HE TIOJNB3yenibes. He 3a0bIBaii nHOTIA
MIPOBEPSTH ATO.

Online urpsr

CoBpeMeHHbIE OHJIAIH-UTPHI - 3TO KPACOYHBIE, 3aXBATHIBAIOIINE PA3BICUCHUS, 00bEIUHSIIONINE
COTHH THICAY YEJIOBEK 10 BCeMy MUPY. Irpoku McClIeaytoT JaHHBI UM MUP, OOIIAl0TCs APYT ©



APYTrOM, BBITIOJHAIOT 3aaHusd, CPAKAOTCA C MOHCTPAMU U IMOJTYy4arOT OIIBIT. 3a YAOBOJILCTBUC
OHHU IUIATAT: MMOKYMAT JUCK, OIIAYUBAIOT a0OHEMEHT WIIH an06peTaI0T KaKuC-TO OIIIHH.

Bce T cpeacTBa HayT Ha MOAJIEpKAHUE M pa3BUTHE UTPHI, a TAKXKe HA caMy 0€301acHOCTh:
COBEpPILEHCTBYIOTCS CUCTEMbI aBTOPU3ALIMH, BBITYCKAIOTCS HOBBIE MAaT4YM (IIM(PPOBLIE 3arIaTKu

JUI IPOrPaMM), 3aKpPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOI[OGHBIX HUrpax CTOUT OIaCaTbCd HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KPaKH TBOCTO
napoJjisg, Ha KOTOpOM OCHOBaHa CUCTEMaA aBTOpU3ALIUA OOJIBIIINHCTBA urp.

OCHOBHBIC COBETHI 110 O€30IIACHOCTH TBOCTO HUI'POBOI'0 aKKayHTaA:

1. Ecu npyroit urpox BezeT cedsl II0X0 WK co3aaeT TeOe HeMPHUITHOCTH, 3a0JI0KUPYHi ero B
CIHCKE UTPOKOB;

2. Tloxanylics agMUHUCTPATOPaM UrPbl Ha MIOXOE IMOBEJEHHUE 3TOTO UI'POKA, JKEIATENBHO
MIPWIOKUTH KaKHE-TO 10KA3aTEIbCTBA B BUJIE CKPUHOB;

3. He ykasbiBaii mnuHy10 HHPOpPMALIUIO B Tpodaiiie urpsl;
4. YBaxkail Ipyrux y4acTHUKOB IO UTPE;

5. He ycranaBnuBaii HeouIIMaTbHBIE TTATYH U MOJIBI;

6. Mcnionib3yil ClI0’KHBIE M pa3HbIE 1ApOJIH;

7. J1laxxe BO BpeMs UI'Pbl HE CTOUT OTKJII0YATh aHTUBUPYC. I10Ka ThI Urpaemib, TBOM KOMIIBIOTED
MOTI'YT 3apa3uTh.

OUIMUHT 1IN Kpaka JUYHBIX JaHHBIX

OOBIUHOM Kpakel JIeHeTr U TIOKYMEHTOB CETOJIHS YK€ HUKOTO HE YIUBUIIIb, HO C Pa3BUTHEM
MHTEPHET-TEXHOJIOTUH 3JI0YMBIIUICHHUKU IEPEMECTUIINCH B UHTEPHET, U IIPOIOJIKAIOT
3aHUMATBCS TIOOMMBIMY JIETIOM.

Tak nmosiBUIack HOBas yrpo3a: HHTEPHET-MOIICHHUYECTBA WIIN (DUILUHT, TJIaBHAs 1Ie7Tb KOTOPOTO
COCTOHT B MOJIy4CHUH KOH(HUICHIIMATBHBIX JAHHBIX I10JIb30BaTeNIel — JIOTUHOB U mapoJeil. Ha
aHIIIMICKOM si3bIKe phishing unTaercs kak ¢ummHr (ot fishing — peiOHas o, password —
11apoJb).

OcHOBHBIE COBETHI IO O0PHOE ¢ HUIIMHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu ThI mozi03peBaelib, YTo TBOSI aHKeTa OblIa B3JIOMaHa, TO
HE00X0AMMO 3a0JIOKUPOBATh €€ M COOOIIUTH aIMUHUCTPATOPaM pecypca 00 3TOM Kak MOXKHO
CKOpee;

2. Ucnonb3yit 6e30macHble BeO-CaliThl, B TOM YHCIIE, HHTEPHET-Mara3uHOB U TTOWCKOBBIX CUCTEM;

3. Ucnionb3yii cnoxHbIe U pa3Hble napoiu. Takum oOpa3om, eciu TeOst B3IOMAIOT, TO
37I0YMBIIIJICHHUKH MOJYYaT AOCTYH TOJIBKO K OJTHOMY TBOEMY MPO(MUITIO B CETH, @ HE KO BCEM;



4. Ecnu Te0s B37OMaIH, TO HEOOXO0AUMO MPEAYIPEIUTh BCEX CBOUX 3HAKOMBIX, KOTOPBIE
no0aBJeHbl y TEOS B IPY3bsiX, O TOM, YTO TeOs B3JIOMaIH U, BO3MOXKHO, OT TBOErO UMEHH OyJeT
pacchUIaThCs CliaM U CCHUIKU Ha (DUIIMHTOBBIE CANTHI,

5. YcranoBu HazaexHbIH naposs (PIN) Ha MoOWIBHBIH TenedoH;
6. OTKIIIOYM cOXpaHEHHe Mmapois B Opaysepe;

7. He oTkpbiBaii (haitnel u Apyrue BIOKEHUS B UCbMaX Ja)Ke €CIM OHH MPHIIUIA OT TBOUX
npy3ei. Jlydiie yrouHu y HUX, OTHPABIISUIN JIX OHHU TeOe 3TU (ailiibl.

[Mudposas penyrauus

[Mudposas penyranus - 3T0 HETraTUBHAS WM MO3UTUBHAS MH(OpPMAIHS B CETH O Tebe.
Komnpomerupyromnas nHopmaius pa3MelieHHas B MHTEPHETE MOKET CepbEe3HBIM 00pa3oM
OTpa3uThCs Ha TBOEH peanbHO ku3Hu. «{udposas pemyranus» - 3T0 TBOM UMUK, KOTOPBIH
¢dopmupyercst u3 uaopmaiu o Tede B HHTEpPHETE.

TBoe MecTo KUTEIbCTBA, YueObl, TBOE (PMHAHCOBOE MOJIOKEHUE, 0COOEHHOCTH XapakTepa
pacckasbl 0 OJIM3KHX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue nopoCTKH JETKOMBICTIEHHO OTHOCSITCS K ITYOMUKAIIMU JIMYHOW HH(DOpMAaLIuy B
HNutepHeTe, He MOHUMAas BO3MOXKHBIX MOCIEACTBUM. ThI 1a’ke HE CMOKEIIb A0TaaThCs O TOM,
4yTo (oTorpadusi, pamMerieHHas 5 1eT Ha3al, cTaja NIPUUYMHON OTKa3a MPUHATH TeOs Ha paboTy.

Kommenrapuu, pazMenienue TBoux Gororpaduii u Apyrue JeicTBUS MOTYT HE HCUE3HYTh JIaxKe
MOCJIe TOTO, KaK Thl UX YAAIHIIb. Thl HE 3HACIIb, KTO COXPAHUI 3Ty HH(OPMALIUIO, IToTasa JIxu
OHa B [TIOMCKOBBIE CUCTEMBI M COXPaHWJIACh JIM OHA, a TJIABHOE: YTO MOAYMAIOT O Tede
OKpYXKarollee JI0J1, KOTOpble HAWAYT U yBUIAT 3T0. HailTu mHpOpMaLuio MHOTO JIET CITyCTs
CMOXeT JI000H - KaK U3 100pbIX MOOYKIEHUH, TaK M ¢ HAMEPEHUEM MPUYUHUTH Bpea. ITO
MOET OBITh KTO YTOJHO.

OcHOBHBIE COBETHI IO 3aIuTe HU(POBOI pemyranuu:

1. IToxymaii, mpexae yem 4To-To IMyOJIMKOBATh U NepeaaBath y ceOsi B 6J0Te UM B COLUAIBHOM
ceTu;

2. B Hactpoiikax npo¢uis ycTaHOBH OTPaHUYEHUS Ha TPOCMOTP TBOETO MPO(UIISI U ero
COZIEPKUMOT0, CAEIIAN €ro TOJIBKO «UI IPYy3€h»;

3. He pa3memaii u He yka3bIiBaii ”HPOPMALIUIO, KOTOPAsk MOXKET KOTO-JIMO0 OCKOPOISATH UITH
0OMXaTh.

ABTOpPCKOE ITpaBo
CoBpeMeHHbIE ITKOJBHUKU- aKTUBHBIE TI0JIH30BATENN IIU(PPOBOTo MpocTpancTBa. OqHAKO
JaJIeKO HE BCE 3HAIOT, YTO MOJb30BAaHWE MHOTUMH BO3MOYKHOCTSAMU IIM(PPOBOTO MUpa TpeOyeT

COOJIIOJICHUS MTPAB HA MHTEIJICKTYaIbHYIO COOCTBEHHOCTb.

TepMuH «MHTENIEKTYyallbHAS COOCTBEHHOCTHY OTHOCHTCS K Pa3JIMYHBIM TBOPECHHSIM
YeJI0BEYECKOrO yMa, HAaYMHAas ¢ HOBBIX M300PETeHUI 1 3HAKOB, 0003HAYAIONINX COOCTBEHHOCTh



Ha MPOJYKTHI U YCIYTH , M 3aKaHYMBasi KHUTaMHu, poTorpadusiMu, KHHOPHUIEMaMH U
MY3bIKAJIbHBIMU [IPOU3BEICHUSMU.

ABTOpCKHE TpaBa - 3TO MpaBa Ha HHTEJUICKTYaJbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHHS HAYKH,
JUTEPATyphl U UCKyCCTBA. ABTOPCKHE IpaBa BBICTYINAIOT B KAUECTBE T'APAHTUH TOTO, UYTO
MHTEJUICKTYaJIbHBIN/TBOPUECKUH TPy aBTOpa He Oy/eT HalpacHbIM, JJaCT €My CIIpaBeJIBbIC
BO3MO’KHOCTH 3apaboTaTh Ha pe3yibTaTax CBOErO TPy/a, MOJYyIUTh U3BECTHOCTh U MIPU3HAHUE.
HuxkTo 6e3 pa3pemieHus aBTopa He MOXKET BOCIIPOM3BOIUTH €T0 IPOU3BEICHUE, PACIIPOCTPAHSATD,
MyOJIMYHO IEMOHCTPUPOBATH, TPOAABATH, UMIIOPTUPOBATH, IIYCKATh B MIPOKAT, MTyOIUIHO
UCTIOJHATD, TTOKA3bIBAaTh/UCIIONHATH B A(Hpe WM pa3MmenaTtsh B IHTepHeTe.

Hcnonp30BaHne «ITUPATCKOTO» MPOrPAMMHOTO 00eCreueHHs] MOKET PUBECTH K MHOTHM
pHCKaM: OT MOTEPH JAHHBIX K TBOUM aKKayHTaM 10 OJOKHPOBKHU TBOETO YCTPOMCTBa, T1Ie
YCTaHOBJICHHBIH He JierajgbHas mporpamma. He cTouT Takke 3a0bIBaTh, 4TO CyIIECTBYET
JeranbHble U OeCIuIaTHBIE IPOrPaMMbl, KOTOPhIE MOYKHO HalTH B CETH.

O nopraine
CeteBu4oK.p( - TBOM TJIaBHBIN COBETUYHK B CETU. 37IECh Tl MOXEIIb Y3HATh O OE30TIACHOCTH B
CCTU MOHATHBIM U JOCTYIIHBIM S3bIKOM, a TP BOSHUKHOBCHUU KpHTquCKOﬁ CUTyaluu

00paTHThCS 32 COBETOM. A TaKkKe MPUHATH YU4acTHE B KOHKYpPCaX U CTaTh CAMbIM IHU(PPOBBIM
rpakJIaHUHOM !

[Tucemo Muno6puayku Poccun ot 14.05.2018 Ne 08-1184 "O nanpasnenun napopmanun"



